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- I. INTRODUCTION 

My purpose in writing this paper is to present the basic principles 

and workings of cryptography systems and to point out reasons why I 

believe cryptography is so necessary to modern data communications. I 

first became interested in the subject while taking an operating systems 

course. The topic was covered briefly near the end of the term, when 

we were running short on time. The information I gained was enough to 

whet my appetite and prompt me to see what I could uncover on this inter

esting subject. This paper is the end result of that research. 

First, a few words about cryptography. It is not a new idea, having 

been around thousands of years prior to computers. Since ancient times, 

cryptography has been used to do "something" to a message in order to 

make it unintelligible to anyone but its intended receiver. This included 

anyone who may have found himself in possession of the secret message 

accidentally, as well as anyone who outright stole it. The "something" 

may include rearranging the message's characters; substituting a character 

(or set of characters) with another character (or set of characters); 

replacing letters with numbers and vice-versa; converting the message 

to a numerical quantity and putting it through some mathematical procedure; 

or any combination of these actions of which one may conceive. Chapter 3 

deals entirely with cryptographic concepts and presents detailed expla

nations of two cryptography systems, both introduced within the last 

ten years, that have become quite important to secure data communications. 

Just as important as knowing about cryptographic procedures is knowing 

why they are so necessary and under which conditions they could, and/or 

should, be used. These are the concerns to which Chapter 2 has been 

devoted. Increasingly, computers are "talking" to other computers, 

whether they are in the same room or on oppOSite coasts. Regardless of 
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the locations, some precautions need to be taken to ensure that any 

information intercepted during a conversation is of no use to the inter

ceptor. If that information is in any way personal or confidential in 

nature, as with an electronic mail system or electronic funds transfer, 

protection is a necessity, not a luxury. Finding any place in the realm 

of business or government where computers are not in use would be diffi

cult. So much information is at stake that leaving a computer unlocked 

(i.e., unprotected) is like leaving Fort Knox unprotected--whatever is 

there is free for the taking. 

An attempt has been made to present this information in concise, 

no-nonsense English one does not have to have a Ph.D. in mathematics to 

understand. Someone interested in the subject should be able to pick 

up this paper, read it, and understand it without having an excessive 

amount of mathematical or computer science background. To make any 

headway in getting John Q. Public to realize what problems and what 

respective solutions exist, he must first be able to understand the 

subject. 
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II. MODERN DATA COMMUNICATIONS ISSUES 

Security: The Need for Information Protection 

Information protection has been a societal problem for years, hence 

the use of file cabinets, vaults, etc., to lock away vital information 

about people, places, and things. Information may be protected for 

security reasons--to protect it from damage and accidental or intentional 

modification or disclosure to unauthorized persons--but, more often than 

not, information protection is a matter of privacy--the right each of us 

has to decide who is given what information about us, and when (MAR8l, 

p. 583). Because of the vast amount of information that today is stored 

in computers, our society is plagued with many types of new information 

worries, the likes of which have never been seen before. This is not to 

say that computers cannot keep a secret, only that they often are not 

made to. The purpose of this section is to show just how badly infor

mation protection is needed. 

Threats to security can be broadly categorized into two distinct 

areas: eavesdropping and physical loss. A type of eavesdropping that 

has been making the papers on an almost regular basis is transmission 

interception, and the prime news maker here is the cable television 

industry. Hundreds of thousands of people across the country are watching 

television channels for which they are not paying. How? Very simply, 

they are intercepting unprotected transmissions through illegal cable 

hookups and satellite antennas. The second type was made infamous in 

the early half of the 1970's during the Watergate Scandal--namely, wire

tapping. This was an incidant of "passive" wiretapping, meaning that the 

information was only listened to and/or recorded. The more serious, 

damaging "active" wiretap is an actual modification of the intercepted 
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material, whether by deletion, falsification, substitution, or destruction 

of the rr:essage. There are several tYIles of physical losses that can occur, 

foremost among them are natural disasters. However, those that are more 

pertinent to the topic at hand are theft of data from main storage of 

the computer or theft of movable storage media, such as a disk or reel 

of tape. Chances are that information lost by an act of nature will 

never be of any use to anyone after the fact. Theft, though, is quite 

another story, for there are helpful steps that can be taken to prevent 

theft and/or make the stolen information useless to the thief in the 

event theft is successful (BOS82, pp. 143-144). 

In his book, Katzan gives three arguments showing why information 

protection is so important (KAT??, p. 3). First, except in the case 

where some storage medium has actually, physically been stolen, computer 

break-ins usually do not leave footprints, and in many instances they 

are not discovered at all until it is too late. Second, a computer 

system and its components are frequently shared by a variety of different 

users. Special care must be taken here to ensure that the level of 

security is such that each user has access only to the information he 

requires, and no more. Last but not least, most modern computer systems 

are equipped with or attached to some communications facility which 

enables information transfer between computers and/or terminals separated 

by some distance. This problem must especially be taken into account 

with distributed data processing systems which have become so popular 

in recent years. It is during transmission that data is most vulnerable; 

in particular, eavesdropping is quite simple to accomplish. 

Because the main thrust of this paper is toward this last problem 

of transmission security, a mention of some systems which either are 

protecting transmissions or which ought to be is in order. One of the 
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biggest is electronic funds transfer (EFT). This system transfers 

millions upon millions of dollars internationally every day. The 

financial chaos that would result from tampered transmissions is the 

stuff of which bankers' nightmares are made. EFT has done a tremendous 

job of increasing the speed and efficiency of the financial community, 

but it would not have been possible without strong protection mechanisms. 

Another is cash dispensing machines, or automatic tellers. These are 

really nothing more than remote terminals that allow banking customers 

to withdraw money from their accounts, providing the money is in the 

accounts to begin with. Military and intelligence information is 

another area that demands data protection. The Central Intelligence 

Agency alone is one of the world's largest, most sophisticated users 

of data processing eqUipment, collecting top-secret information the 

world over. Other important areas are information concerning government 

contractors; diplomatic communications; commercial data and data valuable 

to competitors; and police, legal, medical, and personnel records (MAR81 , 

p. 603). 

Today, one hears and reads so much about security breaches by 

"hackers, " individuals who delight in spending long hours in front of 

their microcomputers attempting to get into a well-guarded computer 

system, that one may be tempted to think we have only these individuals 

about whom to worry. A frightening question is this: If these amateurs 

are having a relatively easy time breaching security, what about the 

professionals? 

For example, computer-aided Soviet snoopers may have victimized 
U.S. farmers in the "great grain robbery" of 1974. There's strong 
evidence that the Soviets programmed a computer to identify, inter
cept, and record phone conversations of Agriculture Department 
officials, according to Harry Rositzke at the CIA. Using inside 
information about the U.S. grain market, the Russians negotiated 
a deal far below fair market price (MEI82b, p. 72). 
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Unfortunately, this exemplifies a problem presented earlier: it is often 

too late when a breach of information is discovered. 

Earlier the idea of an individual's privacy was discussed. It is 

not at all difficult to see court cases appearing on the horizon in 

which the plaintiff sues the defendant because some third party was able 

to get hold of some damaging, unprotected, confidential information. 

A lawyer, for example, would be as legally negligent for the 
interception of private data should he not protect it as he 
would be if he were to leave his office and his file cabinets 
unlocked. This legal responsibility for personal data extends 
to doctors, insurance companies, police departments, and indeed 
anyone who compiles and stores confidential information about 
another person with the assistance of a computer (NIC84, p. 66). 

There are ways, thank goodness, to prevent, or at least alleviate, 

these problems. This paper discusses only one: cryptography, the 

translation of data into some coded form that seems like only so much 

gibberish except to its intended audience. There are other techniques, 

like a password protection system, but they are neither as modern (in 

computer applications) nor as safe. 

At the National Computer Conference in Houston in June 1982, 

Michael Nye, president of Marketing Consultants International, and Rob 

O'Connor, of Motorola, Inc., showed how badly encryption is needed. 

USing such common items as a radio scanner, a wireless microphone, and 

a tape recorder, the men startled the audience by showing them just 

how easily a tap can be made. In addition, the results of a survey by 

Nye's company revealed the following statistics compiled in the Washington, 

D.C., area: 

1. Of 9000 government facsimile machines transmitting 68,000 
pages per day, only 254 had any encryption capabilities. 

2. Of 300 communicating word processors, sending around 13,000 
messages a day, more than 99% were unable to prevent inter
ception. 

Each year, billions of dollars worth of crime is either unreported or 
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undiscovered due to situations such as these. When cryptographic 

devices for microcomputers can be had for only a few hundred dollars, 

one can not help but wonder why (KIR82, p. 26; EC082 , p. 109). Chapter 

3 provides intimate details of cryptography and cryptographic techniques. 

Authenti.cation & Digital Signatures 

It is common practice today, as it has been for centuries, to 

guarantee the validity of contracts, checks, and agreements with a 

handwritten signature. The beauty of this method is that, theoretically, 

while only one person can produce it, anyone can read it and verify it. 

As more and more business transactions become computerized, this necessarily 

presents a problem. The answer has become known as a digital signature. 

Implemented by a cryptographic technique, a digital signature allows a 

user to create a message which may be authenticated by anyone, but which 

only he could have created. It may also serve tI ••• as proof of an 

agreement which the holder can present in court if necessary • 

(MER82, p. 6). 

tI 

In the discussion of cryptography which follows in the next chapter, 

this topic will again be presented, with detai.ls of exactly how it can 

be accomplished. 
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III • CURRENT TRENDS IN CRYPTOGRAPHY 

The science or art of cryptography has been used to keep the contents 

of messages private for thousands of years. Now, in this age of computers, 

it has been rediscovered and it is proving to be an extremely useful tool. 

Typically, a cryptography system is based upon a key, some piece of infor

mation which is used to transform the message, commonly referred to as 

cleartext, into the coded message, called ciphertext in current literature. 

There are two types of crypto-systems: single, or private, key systems 

and two, or public, key systems. 

A single key system is one in which the same key is used for encryp

tion, translating the cleartext message into ciphertext, and decryption, 

translating the ciphertext back into cleartext. As an example, suppose 

I wanted to send a secret message to my friend, Rob. Rob and I would 

first have to agree on some key to be used in our communications. Then, 

I would use this key to encrypt the message I want to send, and send the 

message to Rob. When Rob receives my ciphertext, he decrypts it using 

the agreed-upon key, and he is able to read my message. A problem of 

private key systems is the following: before Rob and I may begin our 

private communications, some other private transaction is necessary for 

us to distribute the key we want to use. If someone should happen to 

obtain our key during this transaction, we lose the security we are 

seeking. This person can intercept and decode any message either of us 

sends. Often, a private courier is used to carry the key from one party 

to the other, but this decreases the speed with which communications 

may begin and increases the expense. As we will soon see, this problem 

is handled quite nicely by the public key system (RIV78, p. 121). 

Figure 1 illustrates the mechanics of the private key system. 
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KE.Y SAME KEY 

DECRYPT 

ME.'$~AGE. MESSAGE 

Figure 1 

As its name implies, a two-key, or public key, system requires the 

use of two keys, one of which may be made public. Suppose again that 

Rob and I want to transmit secret messages using a public key system. 

First, I must decide on two keys, an encryption key and a decryption key. 

Rob will do the same. The next step is to make our encryption keys public, 

perhaps by publishing them in something such as a telephone book or keeping 

them in some public file maintained by the network we are using. To send 

a message to Rob, I would look up his encryption key in the directory and 

use it to encrypt my message. When Rob receives my ciphertext, he will 

decrypt it with his secret decryption key, thus enabling him to read my 

message. If he wishes to encrypt a response to me, he looks up my public 

encryption key and uses it to code his message. When I receive his cipher-

text, I will use my private decryption key to reproduce his message. 

Figure 2 illustrates the procedure used in 

Re>(3'S ENCRYPT ION 
KEY (PUBLIC) 

ENCRYPT C.l HERTEXT 

MfS5A~E. 
li'iB;ure 2 

a public key system. 

RoB'S DECRYPT/O{J 
KEY (r"RlvAT£) 

DECRYPT 

MESSAGE· 

A system of this type remains secure because one key cannot be derived 

from the other. Anyone could find my encryption key in the public directory, 

and anyone may be able to intercept Rob's message to me. However, no one 
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except rrwself, not even Rob, can decrypt that message because I am the 

only one who knows what my private decryption key is. There is no key 

distribution problem with a public key system, as there is with the 

private key system, because each person decides upon his own keys and 

publishes only the encryption key. 

The remainder of this chapter is devoted to detailed explanations 

of the national Data Encryption Standard (DES), a private key system 

advocated by the U.S. government, and the RSA (for Rivest, Shamir, and 

Adelman, the system's creators) System, a public key system. DES is 

presented simply because it is the national standard for data encryption, 

and RSA has been chosen because it is an excellent example of a public 

key system and because it is challenging DES in both practicality and 

usefulness. 

Part 1: The Data Encryption Standard 

The National Bureau of Standards (NBS) introduced the Date Encryp

tion Standard in 1977. The NBS requested in 1973, when data security 

problems were seen looming on the horizon, that encryption algorithms 

for computer data protection be submitted. IBM developed the algorithm 

which became a federal standard, and it is now being used to protect 

data of government agencies (BOS82, p. 145). It is for these reasons, 

the increasing necessity of data protection and the fact that it has 

government approval, that DES is the primary encryption system in use 

today (SCH82, p. ID15). 

The principle behind DES is to make cracking the code impractical, 

not impossible. "By combining substitution schemes; by repeated encipher

ment, using different keys, of the same text; and by transposing the 

letters in the text several times, the work factor could be increased 
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dramatically" (EC082, p. 109). This is exactly what DES does: it is a 

recirculating block product cipher. This means that the DES algorithm 

takes a fixed-size block of data as input and manipulates it several 

times before going on to the next block (SCH82, p. ID26). As we will 

see a bit later, anyone attempting to crack the DES code without any 

hint of the correct key is in for a formidable task. 

There are three basic components at work in DES: the exclusive 

OR (XOR) operation, permutation boxes, and substitution boxes. To XOR 

two values, their bit streams can be thought of as being aligned one 

under the other. The two values in each column are compared. If both 

are O's or both are 1's, the bit of the result for that column is 0; 

otherwise, the result is a 1. The operation can best be explained by 

the following example: 

1001101011 ••• 
1110100001 ••• 

0111001010 .•• 

Bit Stream 1 
Bit Stream 2 

Resulting Bit Stream 

An important property of the XOR operation, especially for the DES 

algorithm, is that it is reversible. For example, Bit Stream 1 is the 

result of XORing Resulting Bit Stream with Bit Stream 2: 

0111001010 ••• 
1110100001 ••. 

1001101011 ••• 

Resulting Bit Stream 
Bit Stream 2 

Bit Stream 1 

The purpose of a permutation box (P-box, for Short) is to diffuse 

data. The data stream enters the P-box in cleartext order but comes 

out scra~bled, in permuted form. " •.. we see the P-box as a crossover 

network of wires leading from one eight-terminal connection to another" 

(SCH82, pp. ID118-ID119). Figure 3 (see next page)demons~rates the 

function of a P-box. 
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Figure 3 

The substitution box (S-box) exists to confuse the data. It 

" • introduces nonlinearity to DES. A process is nonlinear, in this 

case, if you don't get the same number of things out as you put in. It 

makes cryptanalytic investigation of DES ciphertext virtually (but not 

absolutely) impossible" (SCH82, p. ID22). Figure 4 shows the basic idea 

behind an S-box: -
o 

o 

o 

S-box 

Figure 4 

The P- and S- boxes used in DES are always the same. The thing 

that gives uniqueness to the result, and which allows DES to be written 

about, is the key. At some point in the encryption process, which will 

be discussed later, a key is injected to produce individualization of the 

resulting Ciphertext. Assume Rob and I are no longer friends, and we 

wish to send secret messages to other people. If we do not change our 

keys and we both encipher the same cleartext message, the resulting 

ciphertext will be the same. However, if one or both of us changes his 
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key and we both encrypt the same cleartext, differing ciphertexts will 

result. This fact is an extremely important part of DES and cannot be 

overstressed (SCH82, p. ID30). 

Before taking a look at DES in its entirety, careful examination of 

the exact P-boxes and S-boxes which are at work is necessary. After 

becoming familiar with these, the study of DES as a whole will be much 

easier to understand and more meaningful. For the time being, simply 

become familiar with how these components work, then their relationships 

in the cverall DES scheme will be explained. All of the diagrams and 

tables relating to DES were found in Bosworth's book (BOS82, pp. 161-170) 

and he has cited them from the Data Encryption Standard, Federal Infor-

mation Processing Standards Publication 46, National Bureau of Standards, 

January 15, 1977. The components of DES are the following: 

IP: The Initial Permutation Table 

Bit 
position IP 

1- 8 58 50 42 34 26 18 10 2 
9-16 60 52 44 36 28 20 12 4 

17-24 62 54 46 38 30 22 14 6 
25-32 64 56 48 40 32 24 16 8 
33-40 57 49 41 33 25 17 9 1 
41-48 59 51 43 35 27 19 11 3 
49-56 61 53 45 37 29 21 13 5 
57-64 63 55 47 39 31 23 15 7 

Input: 64 bits of the cleartext message to be encrypted. 

Output: 64 bits. 

Action: This table is simply the first permutation performed on 
the input to DES. None of the bits are lost or replaced, 
just moved around and mixed up. For example, the output 
has bit 58 of the input for its first bit, bit 50 for its 
second bit, bit 42 for its third bit, etc., until finally 
bit 7 of the input becomes bit 64 of the output. 

Usage: One time per input block. 
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.- E: E-bit Selection Table 

PC-1: 

Bit 
position E Bit-SelectIon Table 

1- 6 32 1 2 3 4 5 
7-12 4 5 6 7 8 9 

13-18 8 9 10 11 12 13 
19-24 12 13 14 15 16 17 
25-30 16 17 18 19 20 21 
31-36 20 21 22 23 24 25 
37-42 24 25 26 27 28 29 
43-48 28 29 30 31 32 1 

Input: 32 bits, the right half of the current input block. 

Output: 48 bits. 

Action: This table is used to expand the input from 32 bits to 48 
bits. This occurs as is shown in the table above, with 16 
of the input bits being repeated in the output. For instance, 
bits 2 and 48 of the output are both input bit 1. 

Usage: One time per iteration--a total of 16 times per input block. 

Permuted Choice Table - 1 

Bit 
position PC - 1 

1- 7 57 49 41 33 25 17 9 
8-14 1 58· 50 42 34 26 18 

15-21 10 " 59 51 43 35 27 Co 
22-28 19 11 3 60 52 44 36 

1- 7 63 55 47 39 31 23 15 
8-14 7 62 54 46 38 30 22 

15-21 14 6 61 53 45 37 29 Do 
22-28 21 13 5 28. 20 12 4 

Input: 64 bits, the encryption key to be used. 

Output: 56 bits. 

Act~on: This permutation table details how the 64-bit key is trans
formed into a 56-bit key having two parts. In current 
literature, Co denotes the left 28-bit half, and DO the 
right half. It works as follows: key bit 57 becomes Co 
bit 1, key bit 49 becomes Co bit 2, etc., until key bit 
36 becomes Co bit 28. Consequently, for DO' we have key 
bit 63 becoffilng Do bit 1, key bit 55 becoffilng DO bit 2, 
etc., with key bit 4 becoming, at last, DO bit 28. 

Usage: Once per key. 
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LS: Left Shift Table 

PC-2: 

Input: 

Output: 

Action: 

Usage: 

Iteration 
number 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 

The 56 bits of CD. n n 

C D repositioned. 
n n 

Number of 
left shifts 

1 
1 
2 
2 
2 
2 
2 
2 
1 
2 
2 
2 
2 
2 
2 
1 

For each of the 16 iterations of DES's algorithm, a different 
key is used. This key is formed by a left shift of the bits 
in the last key either one or two places, depending upon 
the iteration number. It is important to understand that 
the entire 56-bit key IS NOT shifted as a whole: rather, 
C and D are each shifted independently. For example, 
tg deriv~ C1 we begin with Co which has bits positioned 
normally as 1,2, ••• ,27,28. One left shift is required for 
the first iteration, so C1 has CO's bits positioned as 
2 , 3, . . . , 28 , 1 • 

16 times, once for each key used by the DES algorithm. 

Permuted Choice Table - 2 

Bit 
position PC - 2 

1- 6 14 17 11 24 1 5 
7-12 3 28 15 6 21 10 

13-18 23 19 12 4 26 8 
19-24 16 7 27 20 13 2 
25-30 41 52 31 37 47 55 
31-36 30 40 51 45 33 48 
37-42 44 49 39 56 34 53 
43-48 46 42 50 36 29 32 
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Input: 56 bits, a concatenation of the key halves CD. 
n n 

Output: 48 bits • 

. Action: This table shuffles the 56-bi t key produced by the LS 
Table and deletes eight bits to form the encryption key 

Usage: 

K. From the table, we can see that bit 14 of C D becomes 
b£t 1 of K , bit 17 of C D becomes bit 2 of K ,ne~c., with 
bit 32 bec8ming the lastnb~t of K. Remember nthe XOR 
operation from several pages backn ? In the DES algorithm, 
which will be presented soon, it is this 48-bit key and 
the 48-bit output of the E Table which are XORed together. 

Once per iteration, 16 times total. 

Substitution Boxes 

Sl 

Row Column number 
no. 0 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

0 14 4 13 2 15 11 8 3 10 6 12 5 9 0 7 
1 0 15 7 4 14, 2 13 1 10 6 12 11 9 5 3 8 
2 4 1 14 8 13 6 2 11 15 12- 9 7 3 10 5 0 
3 15 12 8 2 4 9 7 5 11 3 14 10 0 6 13 

5, 

15 8 14 6 11 3 4 9 7 2 13 12 0 5 10 
3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5 
0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15 

13 8 10 3 15 4 2 11 6 7 12 0 5 14 9 

53 

10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8 
13 7 0 9 3 4 6 10 2 B 5 14 12 11 15 1 
13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7 
1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12 

5. 

7 13 14 3 0 6 9 10 2 8 5 11 12 4 15 
13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9 
10 6 9 0 12 11 7 13 15 1 3 14 5 2 B 4 
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14 
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2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9 
14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6 
4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14 

11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3 

S8 

12 10 15 9 2 6 8 0 13 3 4 14 7 5 11 
10 15 4 2 7 12 9 5 6 1 ·13 14 0 11 3 8 
9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6 
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13 

S1 

4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1 

13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6 

1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2 

8 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12 

S8 

13 2 8 4 6 15 11 10 9 3 14 5 0 12 7 

1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2 

7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8 

2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11 

Input: 48 bits, the result of the XOR operation on the E Table 
output and PC-2 output, which is called RX for "result 
of XOR." 

output: 32 bits. 

Action: As can be seen above, eight substitution boxes are used. 
The 48 bits of RX are divided into eight 6-bit blocks. 
Block 1 uses Sl, Block 2 uses S2, etc. To see how to 
use an S-box, let's walk through an example using Block 
1 and its S-box, Sl. Suppose the six bits of Block 1 
are 110110. Take bit 1 and bit 6 and put them together 
to make 10, which is the binary equivalent of decimal 2. 
Thus, our row number is 2. Next, take bits 2, 3, 4, and 
5 and put them together to make 1011, which is the binary 
equivalent of decimal 11. 11 is then our column number. 
From Sl, we see that the number in position row 2, column 
11 is 7, which has 0111 for its binary representation. 
So, we have just transformed Block 1 from six bits of 
110110 to four bits of 0111. Blocks 2 through 8 and 
their corresponding S-boxes are each manipulated in 
exactly the same way. The four bits of each of the 
eight blocks are then lined up in order to form the 
32-bit output block. 

Usage: Each table is used 16 times, once for each iteration of DES. 
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P: The Permutation Table 

IP-1 : 

Bit 
position P 

1- 4 16 7 20 21 
5- 8 29 12 28 17 
9-12 1 15 23 26 

13-16 5 18 31 10 
17-20 2 8 24 14 
21-24 32 27 3 9 
24-, 19 13 30 6 
29-32 22 11 4 25 

Input: 32 bits, output from the eight S-boxes. 

Output: 32 bits. 

Action: This is simply a plain, old permutation table like was 
used earlier. The input bits are not lost or replaced, 
just rearranged. Bit 16 of the input becomes bit 1 of 
the output, input bit 7 becomes output bit 2, input bit 
20 becomes output bit 3, etc., until finally input bit 
25 becomes output bit 32. 

Usage: Used once for each DES iteration, 16 times total. 

Inverse Initial Permutation Table 

Bit 
position: IP-' 

1- 8 40 8 48 16 56 24 64 32 
9-16 39 7 47 15 55 23 63 31 

17-24 38 6 46 14 54 22 62 30 
25-32 37 5 45 13 53 21 61 29 
33-40 36 4 44 12 52 20 60 28 
41-48 35 3 43 11 51 19 59 27 
49-56 34 2 42 10 50 18 58 26 
57-64 33 1 41 9 49 17 57 25 

Input: 64 bits, the output of the sixteenth (last) iteration of 
the DES algorithm. 

Output: 64 bits, the completely encrypted ciphertext ready to be 
transmi tted. 

Action: Once again, this is an ordinary permutation table. No 
input bits are lost or replaced, simply rearranged. 
Input bit 40 is output bit 1, input bit 8 is output bit 
2, etc., with input bit 25 ending up as output bit 64. 
This permutation is the inverse of the IP Table studied 
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Usage: 

earlier. This introduces invertibility to the algorithm, 
which becomes necessary when it is time to decrypt the 
ciphertext. 

Only one t~.me, at the very end of the algorithm after the 
16 iterations have been completed. 

That is all of them. These eight diagrams comprise the foundations 

of DES. When each one is taken by itself, it is pretty simple--it is not 

until they are put together that things get complicated. Nevertheless, 

this is what must be done now. First, the structure of the Key Scheduler 

will be examined, then the Cipher Calculation, and finally DES itself. 

The Key Scheduler: 

Near the beginning of the chapter, when the operation of a private 

key system was described, I wrote that my friend Rob and I had to agree 

on a key to be used in our communications. This key can be any integer 

that can be represented in 64 bits. Why? Because 64 is a convenient 

power of two for both computers and humans, and, probably more important, 

someone in the government said so. In reality, only 56 of the 64 bits 

of the key are ever used. Every eighth bit is reserved for use in a 

parity check. At any rate, there are 256 possible keys (that's 

72,057,594,037,927,936 possible keys for those who dislike exponents). 

For our purposes, though, this is only interesting trivia and we can 

continue to think of the key as being 64 bits long (SCH82, p. ID17). 

The Key Scheduler is the algorithm DES uses to derive the 16 

differen~ key segments from the 64-bit key. Rather than being computed 

at each iteration, which would be very inefficient, the segments are made 

and stored before DES begins and then accessed when needed (SCH82, p. ID34). 

Of the ej_ght components just introduced, the Key Scheduler uses Permuted 

Choice Table - 1 (PC-i), Permuted Choice Table - 2 (PC-2), and Left 
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Shift Table (LS). The Key Scheduler is presented in Figure 13: 

~ 
~ • 

K, 

. 

~ 
Figure 13 

Let's take a walk through the Key Scheduler. We begin with the 

64-bit key. We then: 

1. 

2. 

3. 

Put the key through PC-1. As you may recall, PC-1 cuts down 
the key from 64 to 56 bits, then divides these 56 bits into 
two 28-bit halves, CoDa. 

Put C 1 and D i' separately, through the 18 Table. Recall n- n-from our examina ion of the 18 Table that C -1 and D -1 are 
shifted one or two places to the left depenaing on i¥eration 
number, n. This creates C and D . 

n n 

Put C and D together (concatenate them) to make, again, a 
56-bi~ stri~. Call this CD. 

n n 
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4. 

5. 

6. 

th 
Put C D through PC-2. This step creates the n key, K , for 
use iR BEs by permuting C D and reducing it from 56 to ij8 bits. 

n n 

Repeat steps 2, 3, and 4 15 times, giving a total of 16 iterations 
and 16 keys. 

STOP. 

The Cipher Calculation: 

The Cipher Calculation is an algorithm in which the right 32 bits 

of the input block and a key are used to create a cipher. The components 

of the Cipher Calculation are the E Table, the XOR operation, the eight 

S-boxes, and the P Table. In many texts on the subject, the Cipher 

Calculation is denoted as f(R,K). Do not be put off by the notation--it 

is just an easy way to refer to the Cipher Calculation. It simply means 

that the Cipher Calculation is a function (f) that uses the right half 

of the input block (R) and the key of the current interation (K) to 

achieve its result. With this in mind, take a look at Figure 14 (see next 

page) and let's walk through the algorithm. 

Let's take the left-hand side of the diagram first: 

1. Divide the 64-bit input block in half, making the right 32 
bits R. 

2. Put R through the E Table. Remember that the E Table simply 
expands R from 32 to 48 bits in length. 

The right-hand side of the diagram is simply a condensed version of the 

Key Scheduler (KS) which was just studied, showing only one iteration. 

It is drawn here just to show that a key has been created and is ready 

for use. 

3. The third step, pictured as ~ on the diagram, is to XOR the 
48-bit key with the 48 bits of R. If you've forgotten what 
it is to XOR, return to the beginning of the chapter to reread 
about it. The output of this operation will also be 48 bits. 

4. Divide the 48-bit result of the XOR operation into eight 6-bit 
blocks, and put each block through its respective S-box, as was 
previously explained. Each S-box will output four bits. 
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R (32 BITS) KEY (64 BITS) 

48 BITS K (48 BITS) 

32 BITS 

Figure 14 

5. String together the 4-bit output of each of the eight S-boxes 
to make a 32-bit string. Send these 32 bits through the P 
Table, which will simply output the 32 bits in a different order. 

6. STOP. 

DES--The Complete Algorithm: 

OK, all the parts have been studied, so now the big picture--DES 

itself--can be introduced. The components of the DES algorithm are the 

IP Table, f(R,K), the XOR operation, and the IP-
1 

Table. Figure 15 (see 

next page) shows how all the components come together to encrypt an 

input block. Before this diagram is explained, it is necessary to 

become familiar with the notation it uses: 

L: 
n 

the left half, 32 bits, of the input block. 
values from 0 to 16. 
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R : 
n 

K: n 

(f): 
~: 

PERMUTE,) 
INPUT 

PREOUTPUT 

~------~--------Kl 

~-------+------ K16 

Figure 15 

the right 32 bits of the input block. Once again, n goes 
from 0 to 16. th 
the 48-bit key used for the n iteration, derived from the 
64-bit key by the Key Scheduler. If you think n goes from 
o to 16, sorry. This time it is only 1 to 16. 
denotes the Cipher Calculation, f(R,K). 
denotes the XOR operation. 

I really think the easiest way to explain the DES diagram is to 

write it out in pseudocode. This way, the actions of DES can be easily 
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shown step-by-step, and also the actions that are repeated for each of 

the 16 iterations can be signified. Now, the pseudocode: 

get cleartext that needs encrypting 
rearrange the cleartext using the IP Table 
for n = 1 to 16 do 

split the input block in half: 1 1 and Rn_1 begin calculating feR 1,K) n-
expand R j fro~-32 ~o 48 bits 
XOR thesR-~8 bits with K 
put this result through ¥he eight S-boxes, giving 32 bits 
pass these 32 bits through the P Table 

end calculating feR 1,K) 
XOR the output of ~R 1~) with 1 1 
1 = R n- n n-
Rn = 1 n-1 <±>f(R ,K) 

n n-1 n-1 n next n 
concatenate R16 and 116 (~tll the result R16116 ) 
put R161j6 through the IP _Iable 
STOP. Tfie output of the IP Table is our desired ciphertext. 

That is how DES encryption works. To code a message to my friend 

Rob, I ~rould input my message 64 bits at a time. DES will thoroughly 

mix it up with the 16 segments of the key, and output the ciphertext 64 

bits at a time. These 64-bit blocks are then transmitted to Rob (SCH82, 

p. ID16). For a one-iteration sample of DES, please refer to Appendix A. 

Once Rob receives my ciphertext, he must do something to it so he 

can reac. my original cleartext. As mentioned earlier, decryption is the 

transformation of the ciphertext back to cleartext, and this is easily 

performed by DES. The exact same DES algorithm is used--all the same 

tables, boxes, functions, and operations hooked together exactly the 

same way as for encryption. The only difference is that the 16 segments 

of the key are used in reverse order: K16 is used for the first itera

tion, K15 for the second, etc., with K1 being used for the sixteenth. 

Once this has been accomplished, Rob will possess my original cleartext 

message. The only thing that would prevent this operation from being 

successful is a change in my ciphertext during its transmission to Rob. 

This could occur if there were some sort of glitch or breakdown in the 
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transmission medium, or if someone intercepted my message and changed 

it on purpose. Because the message Rob receives is not the same one I 

send, the resulting cleartext from his decryption is garbage. His only 

recourse in a situation like this is to notify me of the problem so I 

can retransmit and then try to decrypt again (SCH82, pp. ID16, ID34). 

Just because DES has government backing does not mean it is immune 

to disadvantages and controversies in its midst. One such disadvantage 

is the ~ey distribution problem discussed earlier. This becomes increas

ingly apparent in such applications as electronic funds transfers and 

electronic mail. In both systems, a person may need to communicate with 

many others. Surely the problem is obvious: the more people with whom 

one co~~unicates, the more keys that must be distributed. The more keys 

that are distributed, the greater the risk becomes that they are discovered, 

then all security is gone (BOS82, p. 188). 

The single most controversial point of DES lies in the 64-bit length 

of the key. According to its designers, an effort to break DES could 

cost around $200 million if all of the more than 72 quadrillion key 

possibilities were tried (BOS82, p. 185). Critics argue that a dedi

cated machine, using parallel-processor technology, could be built that 

would possibly discover the key in one day. Such a machine may cost in 

the $20 million range, which would price it out of reach of most firms, 

but not government (EC082, p. 109). Hellman believes it is only a matter 

of time before a foreign government or some well-financed terrorist group 

is able to put $20 million into a machine to break DES, thereby " 

disrupting important business transactions, destroying computer data 

files, or completely disrupting the orderly financial transactions of 

the banking community" (MEI82b, p. 73). In their paper highly critical 

of DES, Diffie and Hellman infer that NBS fully expects someone to find 
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,- a way to crack DES. They write: 

This planned obsolescence is unwarranted, and it is easily remedied 
by increasing the key length from 56 bits to 128 or 256 bits. Use 
of a 128-bit key woul~5increase the estimated cost for a brute force 
search • • • to $2x10 ,and no forseeable technological advances 
wo-'~ld allow this to be brought into a reasonable range (DIF77, p. 75). 

Such a cost would most likely be outside the range government could afford 

even if the technology were available. 

Lastly, there are a few critics who claim that NBS was " ••• privy 

to DES development designs and 'may' therefore know how to break any 

intercepted messages easily. The IBM developers of the algorithm insist 

there has been no such collusion between them and • II NBS (BOS82, p. 186). 

Part 2: The RSA Public Key System 

In the introduction to this chapter, it was mentioned that a public 

key sys~em requires the use of two different keys: a public encryption 

key and a private decryption key. One can make the encryption key 

public ". by placing it in a computer network public file. Once you 

have done so, anyone who wants to send you a private message can look up 

your public key and use it to encrypt a message. Since you need not 

transmit the decryption key, and since it cannot be computed from your 

public key, the message is secure. Only you can decrypt it" (Sm8), pp. 

200-201). 

Rivest, Shamir, and Adelman (for which RSA stands) give four proper-

ties of public key cryptosystems: 

a. Deciphering the enciphered form of a message M yields M. 
Formally, D(E(M))=M. 

b. Both E and D are easy to compute. 
c. By publicly revealing E the user does not reveal an easy way 

to compute D. This means that in practice only he can decrypt 
messages encrypted with E, or compute D effiCiently. 

d. If a message M is first deciphered and then enciphered, M is 
the result. Formally, E(D(M))=M (RIV78 , p. 120). 
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We will see shortly that the RSA System does indeed maintain these 

properties. The reasoning behind d. is not clear at first, but it is 

very important for the implementation of digital signatures, as will 

be seen. 

RSA is much more mathematically involved than DES, which is mostly 

a series of substitutions and permutations. RSA makes use of one-way 

trapdoor functions. 

A mathematical function is said to be one-way if it is much more 
difficult to compute the inverse than to compute the function 
itself. To qualify as a one-way function, the inverse must be 
very difficult to compute, even by machine. A function that 
could be computed in a few seconds, for which computing an 
inverse required thousands of years, would fit the definition 
(Sm83, p. 212). 

For example, suppose a and b are two very large prime numbers. It is 

easy to find c=a*b, but to find a and b given c is quite another story. 

Each key in RSA is a pair of positive integers. Current litera-

ture denotes the encryption key as (e,n) and the decryption key as 

(d,n). Just as in the example given above, the basis of RSA is finding 

two large prime numbers. Rivest, Shamir, and Adelman suggest using 

the following algorithm to find them: 

1. 

2. 

Generate large, odd numbers randomly until a prime is found. 
Call it b. 
To see if b is prime, 
a. Pick a random number a from a uniform distribution on 

(1, ... ,b-1). 
b. Test to see if (b 1)/ 

GCD(a,b)=1 and J(a,b)Sa - 2(mod b). 

J is the Jacobi symbol and is defined to be the following recursive 
function: 

J(a,b) = if a=1 then 1 else (b2_1)/8 
if a is even then J(a/2{g2r(*t~_1)/4 
else J(b(mod a),a)*(-1)) • 

This algorithm does not test b by trying to factor it; rather, it employs 

a probabilistic approach (try the test with several a's--if they all 

work, then b is probably prime) (RIV78, p. 124). The following BASIC 
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program, Figure 16, was developed by Smith for use on a TRS-80 micro-

computer. It also tests for primality using a probabilistic approach 

rather than factoring. 

110 ' TEST WHETHER A NUMBER IS PRIME. 
120 ' USE PROBABILISTIC TEST BASED ON FERMAT'S THEOREM. 
130 ' SEE KNUTH, " SEMI NUMERICAL ALGORITHMS". 
140 ' 
150 ' PROMPT FOR NUMBER, TEST IT, AND PRONOUNCE VERDICT. 

170 ' DEFINE PARAMETERS. 
180 ' 
190 DEFDBL N,P,X,Y 

200 K. - 10 

, OOUBLE PRECISION 
, NUMBER OF TEST CASES 

210 ,----------------------------------------------
220 ' GET A NUMBER TO BE TESTED. CHECK. THE SIZE. 
230 ' 
240 PRINT 
250 INPUT "NUMBER"; N 
260 IF N < 3 THEN END 

, GET A NUMBER TO TEST 

270 IF N > 99999999 THEN PRINT "TOO BIG" : GOTO 240 
280 ,-----------------------------------------
290 ' DETERMINE WHETHER N IS PRIME. 

300 ' 
310 PRINT "TEST NUMBER: "; 
320 FOR I-I TO K. • TEST CASES 
330 X ,. 2 + IIIT( (N-2 )*RND( 0» • TEST VALUE 

340 
350 

PRINT X; 
GOSUB 490 

360 IF Y (> 1 GOTO 380 
370 NEXT I 

• PERFORM TEST 
, NOT PRIME? 

380 PRINT : PRINT • NOT PRIME IF Y (> 1 

390 ,--------------------------------------------------
400 ' PRINT THE VERDICT. 
410- • 

420 IF Y ,. 1 THEN PRINT N; "IS PROBABLY PRIME." 
430 IF Y (> 1 THEN PRINT N; "IS NOT PRIME." 

440 ,-----------------------------------------------
450 GOTO 240 ' RUN THE PROGRAM AGAIN : 

460 .------------------------------------~---------~ 
470 • SUBROUTINE. COMPUTE Y = [XA (N-l)] MOD N. j 
480 • l 

490 Y = 1 : P - 8-1 . J 
500 IF P/2 s INT(P/2) GOTO 520 ' IF P IS EVEN, SKI 

510 Y - Y * X : Y - Y - INT(Y/N) * N ' (Y * X) MOD N ,I 

520 x - x * X : X - X - INT(X/N) * N • (X * X) MOD N 
530 P = INT(P/2) : IF P > 0 GOTO 500 
540 RETURN 
sso 

Figure 16 (SMI83, p. 212) 
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Once the two large prime numbers have been found, developing the 

keys is a fairly simple matter. The calculations proceed as follows: 

1. p and q are the large prime numbers previously found. 
Pick e to be any large number. Thus , 

p = a large prime number 
q = a large prime number 
e = a large number. 

2. Find n to be the product of p and q. Thus, 
n = p*q 
The public encryption key is (e,n). 

3. Compute d according to the following formula: 

d = GCD(p-1,q-1)*(p-1)(q-1)+1 . 
e 

4. Check that e*d(mod(p-1)(q-1))=1. If so, the secret decryption 
key is (d,n). 

This algorithm is found in Bosworth (BOS82, p. 193), and is equivalent 

to, but more straight-forward than, the procedure outlined by Rivest, 

Shamir, and Adelman (RIV78, pp. 122-123). 

Encryption and decryption are also simple tasks carried out by 

small mathematical functions. If I were to send a secret message to 

Rob under the RSA System, I would first look up his encryption key, 

(eRob,nRob)' Then I would convert my message to an integer between 0 

and nRob-1 (for example, let the letter A=01, B=02, ... ,Z=26)i if my 

message were too long to be represented in this range, I would break it 

up into smaller blocks. The next step is to calculate the code using 

the formula 
_ eRob 

C - M (mod nRob)' 

where M is my message and C is the coded result. C then will be sent 

to Rob, 'who will decrypt the message wi th his secret key (dRo b ' n
Ro 

b) • 

The formula used for this calculation is 

~Ob( ) M = C mod nRob • 

All that is left for him to do is translate the 01,02, .•. ,26 back into 

A, B, .•• , Z and my message will appear (RIV78, pp. 122-124). Appendix 

B provides a very small example of RSA encryption/decryption. 
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In his article, Smith has created two nice, small programs to 

perform encryption and decryption using a miniature version of RSA. 

The programs are written in BASIC for the TRS-80 and do an excellent 

job of demonstrating how the RSA System may be implemented on micro-

computers. Figure 17 demonstrates encryption; Figure 18, decryption. 

Notice that n=94815109, d=63196467, and e=3. The size of these numbers 

is fine for a demonstration model, but in a real application on a large 

computer they would be many times larger (SMIT83 , pp. 206-210). 
100. '~==~z~~~~_za~_~~~a~~aa_=~~~==a~~===~~a~~==========-

110 • ENCRYPT MESSAGES, USING A MINIATURE VERSION OF THE 1 
120 : RIVEST-SHAMIR-ADLEMAN PUBLIC KEY CRYPTOSYSTEM. ~. 
130 
140 • PROMPT FOR THE MESSAGE TO BE ENCRYPTED, PRINT THE 
150 • NUMERIC FORM OF THE MESSAGE, AND PRINT THE CRYPTOGRAII.l 

160 '==-======~===~=================~~=============~ 
170 • DEFINE PARAMETERS. J 
180 • -

190 DEFDBL C,M,N • C, K, AND N HAVE 16 DIGl 

200 DIM M(100) • MESSAGE BLOCKS j' 
210 CHRS "" 3 CHARACTERS PER BLOCK 
220 N "" 94815109 ENCRYPTION KEY, OR MOD I 

230 .---------------------------------------------------~ 
240 • GET THE MESSAGE FROM THE USER. 
250 • 

260 PRINT : MS - .... l 
270 INPUT "MESSAGE"; MS • MESSAGE FOR ENCRYPTION :~ 

m ~;@-~;;~:~;~-;;-~~~;;arH~-::;4~ 
320 • A MULTIPLE OF THREE (AN EVEN NUMBER OF BLOCKS). 
330 • 

340 L "" LEN( MS ) • LENGTH OF MESSAGE 1 

350 Q - INT( L/CHRS) • NUMBER OF COMPLETE BLCJClCSl 

360 R - L - Q * CHRS • LENGTH OF PARTIAL Br,oCl( 

370 IF R > 0 THEN MS - MS + CHRS(O) : GOTO 340 • ADD A 

380 ,------------------------------------
390 • CONVERT THE MESSAGE TO NUMERIC FORM, AND PRINT IT. 
400 • 

410 

420 
430 

440 

450 
460 

470 

480 

490 

FOR 1-0 TO Q-1 

M(I) - 0 
FOR J-1 TO CHRS 

A - ASC(MIDS(MS,3*I+J,1» 

M(I) - M(I) * 100 

M(I) - M(I)+ A 
NEXT J 
PRINT M( I); 

NEXT I 

• I IS THE BLOCK NUMBER 
• CONVERT BLOCK I TO . 

. • FOR EACH CHAR IN ~ 
• CONVERT TO NUMBER 

• SHIFT BLOCK LEFT 
•. ADD THE CHARACTER 

• PRINT THE BLOCK 

• DO THE NEXT BLOCK 

Figure 17 
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500 PRINT : PRINT 
510 ' 
520 ' ENCRYPT THE MESSAGE, AND PRINT THE CRYPTOGRAM. 

530 ' 
540 PRINT "CRYPTOGRAM:" : PRINT 

550 FOR 1-0 TO 2-1 ' I IS THE BLOCK NUMBER 

560 M - M{I) 
570 GOSUB 670 

580 PRINT C; 

r ENCRYPT THE BLOCK 
, PRINT IT 

590 NEXT I , DO THE NEXT ONE 

600 PRINT 

610 ' 
620 GOTO 260 

630 '-

, RUN THE PROGRAM AGAIN 

640 'SUBROUTINE. ENCRYPT ONE MESSAGE BLOCK. 

65,0 ' COMPUTE C - (MA 3) MOD N. 

660 ' 

670 C - M * M 
680 C - C * M 
690 RETURN 

C - C - INT(C/N) * N 
C - C - INT(C/N) * N 

Figure 17 (cont.) 

, (M * M) MOD N 

, (M * M * M) MOD 

100 • ~~=:=_= __ :Z:--=== __ ::L=:======= :W=~=----

110 ' DECRYPT MESSAGES, USING A MINIATURE VERSION OP THE 
120 ' RIVEST-SHAMIR-ADLEMAN PUBLIC KEY CRYPTOSYSTEM. 

130 ' 
140 ' PROMPT FOR THE CRYPTOGRAM BLOCK TO BE DECRYPTED, 
150 ' DECRYPT AND PRINT THE MESSAGE BLOCK, IN NUMERIC f'O 
160 ,------ _____________ ~_~a~ ____ ==_==_=_'~~~~a~~==== 

170 ' DEFINE PARAMETERS. 

180 ' 
190 DEFDBL C,D,M,N 
200 N - 94815109 : D - 63196467 
210 ' 
220 ' MAIN PROGRAM LOOP. 
230 ' 
240 INPUT "CRYPTOGRAM BLOCK"; C 
250 IF C - 0 THEN END 
260 GOSUB 340 
270 PRINT M 
280 GOTO 240 

290 ,------------

, DOUBLE PRECISI 
, KEYS 

'. DECRYPT 
, MESSAGE 
, REPEAT 

300 ' SUBROUTINE. DECRYPT C, CRYPTOGRAM BLOCK. ... 
310 ' COMPUTE M ,. (CAD) MOD N. USE MODIFIED RUSSIAN PEJO"j 
320 ' ALGORITHM (BYTE, OCTOBER 1981, PAGE 376). j 

330 ' 
340 D1 - D' : M - 1 
350 IF Dl/2 - INT(D1/2) GOTO 370 

360 M - M * C : M - M - INT(MVN) * N 

370 C - C * C : C - C - INT(C/N) * N 
380 Dl - INT(D1/2) IF D1 > 0 GOTO 350 
390 RETURN 

, IF D1 IS EVEN, ~ 
, M - (M * C) MOD M 
• C - (C * C) MOD M 

400 '----------nn----------------~------------------~ __ 4 

Figure 18 
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In an implementation of a live system on a large, high-speed computer, 

Rivest, Shamir, and Adelman 

.•• recommend that n be about 200 digits long. Longer or shorter 
lengths can be used depending on the relative importance of en
cryption speed and security in the application at hand. An 80-
digit n provides moderate security against an attack using current 
(1978) technology; using 200 digits provides a margin of safety 
against future developments. This flexibility to choose a key 
length (and thus a level of security) to suit a particular appli
cation is a feature not found in many of the previous encryption 
schemes (such as the NBS scheme) (RIV78 , p. 125). 

In order to compute n to be around 200 digits long, both p and q, the 

prime factors of n, need to be around 100 digits in length. At first 

glance, RSA seems much easier to implement than DES, with all of its 

tables and boxes. Even though RSA is much clearer and easier to explain 

than DES, it is much more complicated mathematically. It is no easy 

task to find two 100-digit prime numbersl 

Theoretically, RSA is unbreakable. Factoring the encryption key, 

n, is all that is necessary, because once p and q are discovered, d 

can be readily computed. However, at the present time it is inconceivable 

that anyone could successfully factor a number of the recommended 200-

digit size (SMIT83 , p. 216). Using the fastest method known to Rivest, 

Shamir, and Adelman, it would take approximately 1.2x1023 operations 

and 3.8x109 years to factor a 200-digit number, assuming one operation 

per mic~osecond (RIV78 , p. 125). The chart of Figure 19 shows the number 

of operations and time required to factor keys of six different lengths. 

Digits Number of operations Time 

50 1.4 x 10'" 3.9 hours 
75 9.0 x 1012 104 days 

100 2.3 x 10" 74 years 
200 1.2 x 1023 3.8 x loe years 
300 1.5 x 10211 4.9 x 10" years 
500 1.3 x 1030 4.2 x 10" years 

Figure 19 
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Chapter 2 discussed the necessity of digital signatures, the ability 

to simulate an action such as signing a contract or check for purposes 

of authentication. A bonus of the RSA System is that digital signatures 

can be implemented quite easily. The technique is one of double enciph-

ering/deciphering and this is where property d. comes into play. Examine 

Figure 20: 

c..LAY'S "ROB'S ~O"B'5 
DE.CRYPTION 

CLAY·S 
E1JCRyPT I c)N DECRYPTION Ef.JCRYFTION 

KEY KEY KE.Y KEY 

Figure 20 

To send Rob a message with a digital signature, I first decrypt my 

message using my private decryption key. Because I am the only one 

who knows this key, the entire decrypted message acts as my signature. 

Next, I encrypt this signed message in the normal way using Rob's 

public encryption key. After Rob receives my signed transmission he 

decrypts it in the normal way, using his own private decryption key. 

This leaves him with a message that still seems like garbage, so his 

next ac~ion is to encrypt the message with my public encryption key. 

This gives him the cleartext message I wanted to send, and, because 

my public encryption key gave the resulting cleartext, he knows posi-

tively that I am the only one who could have sent him that message. In 

terms of the math formulas given earlier, the transmission is conducted 

like thiB: 

S=r1dc~(mod n eloAY ) 

C=Sel\Oe(mod nflO8 ) 

*** transmit C 

S=CdR08 (mod n R06) 

M=Seol,.A\Y(mod n~ ..... w') 

*** 

decrypt with my private key. 

encrypt with Rob's public key. 

decrypt with Rob's private key. 

encrypt with my public key. 
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The result of this procedure is a message that only I could have created 

and only Rob can read (RIV78 , p. 122). Such a property is extremely 

useful in electronic funds transfers and should be considered in court 

cases to be the same as a person's written signature. 

Summary 

In this chapter, quite a few details have been presented, and all 

of them are important. The national standard for data encryption, DES, 

is a series of connections of substitution boxes and permutation boxes. 

It requires an input block of 64 bits and a 64-bit key. The input block 

is manipulated through 16 iterations, each of which uses a different 

48-bit segment of the key, to produce the ciphertext. For decrypting 

the cip~ertext, the exact same DES algorithm is used, except that the 

16 key segments are used in reverse order. The RSA System is a public 

key enc~yption system based on the principle of a one-way trapdoor 

function. To begin, two large prime numbers are selected, p and q. 

The encryption key, (e,n), and decryption key, (d,n), are then calcu

lated from p and q. Each user may then make his encryption key public, 

because this does not cause a security breach for the private decryption 

key. Encryption and decryption are performed using simple math formulas. 

34 



IV. CONCLUSIONS: FUTURE DIRECTIONS 

That distant day when computers will be in use everywhere is no 

longer a piece of science fiction fantasy--we have arrived! Still, 

changes take place slowly. Society always delays change until the 

last possible moment, and it will probably take some great catastrophe-

or at the very least a lawsuit--to show everyone the importance of 

encryption. 

When the light finally dawns, do not bet that DES will have a path 

beaten to its door. The future belongs to RSA (or at least some type 

of public key system). For each of DES's weaknesses, RSA has a solu

tion. The most obvious is the key distribution problem. In DES, 

remember, the key must be given to each user with which one wishes to 

communieate. This provides an enemy and/or competitor with an excellent 

chance to obtain a copy of the key, and he may then be able to decode 

any coooaunications between the parties using the key. RSA nicely 

avoids this problem. Once a message has been encrypted, it can only 

be decrypted by the person holding the corresponding decryption key. 

Even the user who encrypted the message cannot decrypt it. As long as 

the decryption key is kept private, security cannot be broken. 

Another criticism of DES is the length of its key: 64 bits. Diffie 

and Hellman have been diligently trying to convince the technical community 

that 64 bits is insufficient. Their argument that a dedicated parallel

processing machine could be built for $20 million to discover DES keys 

seems entirely reasonable, especially in light of the advances in computer 

engineering made during the last decade. An increase in the size of the 

key wou~d help to remedy this problem, but it would also entail redesign

ing DES. The recommended key length on the RSA System is 200 digits, and 

it was noted in the last chapter that it may take 3.8x109 years to discover 
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such a key using current technology. Another advantage RSA has over DES 

is that the key length is variable: it does not have to be 200 digits. 

There is a time/security tradeoff. A company which has less time to 

spend on encryption and which desires moderate security may opt for a 

i00-digit key; a larger company that needs heavy security and can afford 

longer encryption time may decide to use 250 digits. 

Tied into key length is the possibility of breaking the system. 

With such a machine as Diffie and Hellman describe, it has been esti

mated that DES could be broken in as little as one day. A disadvantage 

of RSA is that it is so complex mathematically: finding two i00-digit 

prime numbers is a difficult task. However, this disadvantage leads to 

another advantage: it is practically impossible for an outsider to 

determine the original prime numbers when all he has to work with is 

the procuct of those numbers. Of course, if he succeeds, he has broken 

RSA, but the probability of success is so low that RSA can be considered 

a computationally secure system. Thus, because RSA is so mathematically 

difficult, it is much more attack-resistant than DES. 

As Chapter 3 mentioned, RSA can be quite easily extended to imple

ment digital signatures. By a simple process of double encryption -

double decryption, RSA has the ability to produce a message that can be 

read by only one person and that could have been created by only one 

person. Proof that DES is able to provide any type of authentication 

mechanism at all was not found during research of this topic. 

A point in its favor--DES is government approved. Perhaps the NBS 

was not blessed with a healthy selection of algorithms from which to 

choose. Perhaps the NBS was being pressured by someone from somewhere 

to quickly find a standard algorithm. At any rate, the choice was 

unfortunate. Somewhere along the line, a change will have to be made. 
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Possibly DES will be upgraded or totally replaced. The cost, in terms 

of required time and money, to do this will likely be phenomenal. How 

would such a decision even be made? It would have to be based upon the 

levels of present and expected technology. In 1977, DES was the answer-

now it seems that RSA has all the advantages. The curse of this tech

nology explosion we are experiencing is that what is accepted as gospel 

today may be proven totally incorrect tomorrow. 
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APPENDIX A: A SAMPLE OF DES 

This appendix shows the mechanics of one DES iteration. To show 

all sixteen would be a colossal waste of paper and time. A demonstration 

of one iteration is enough for the reader to get a taste for what DES 

encryption is like. The cleartext input for this example consists of 

the three letters BSU. 

1. Find. the binary code of the cleartext. In this example, ASCII is 

used. B = 1000010, S = 1010011, and U = 1010101. String these 

together and pad on the right to make 64 bits: 

1000010101001110101010000000000000000000000000000000000000000000 

2. Send the input block through the P Table: 

0000001000000000000000110000000~0000101000001000000011000000010 
LO RO 

3. Begin calculation of f(R,K). First, expand RO from 32 to 48 bits 

using the E Table: 

000000001010100000001000000000001100000000000100 

4. Assume the key for this encryption is: 

1111111111111111000000000000000000000000000000000000000000000000 

5. Put the 64-bit key through PC-1 to reduce it to 56 bits: 

0000001100000011000000110000k000001100000011000000110011 
Co I DO 
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6. Shift Co and DO left one space (because this is the first iteration; 

see the IS Table): 

000()01100000011000000110000~000011000000110000001100110 
Co DO 

7. Put CODO through PC-2 and reduce it to 48 bits, making K1 : 

100000001100100000010000000001001000000010011000 

8. XOR K1 with the 48 bits expanded from RO in step 3: 

100000001100100000010000000001001000000010011000 K1 
000000001010100000001000000000001100000000000100 RO 

100000000110000000011000000001000100000010011100 

9. Divide this result into 8 6-bit segments to prepare it for being 

sent through the S-boxes: 

10. Put these 8 segments through their S-boxes to get the following 32 bits: 

01001110101010111110101010111100 

11. Put these 32 bits through the P Table: 

11011011011011001000010111110101 

12. XOR these 32 bits with LO (it was left alone back in step 2): 

11011011011011001000010111110101 
00000010000000000000001100000001 

11011001011011001000011011110100 

This result is the new R
1

. 
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13. The new L1 is the old RO' before its expansion in f(R,K). Thus, 

L1R1 is: 

0000010100000100000001100000001~1011001011011001000011011110100 
L1 ~r R1 

This completes one iteration of DES. To finish the algorithm, one 

would repeat steps 3 through 13 15 times, then put the final R16L16 
-1 through IF Table. The result is the completely encoded ciphertext. 
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APPENDIX B: A SAMPLE OF RSA 

In this example, very small numbers are used for clarity and ease 

of computation. Ordinarily, a key of about 200 digits is recommended. 

The cleartext to be encrypted is BSU. An example using the same values 

of p, q, n, e, and d appears in Bosworth (BOS82, pp. 194-195). Good 

examples using numbers small enough for easy computation on a calculator 

are few. 

1. Pic~ prime numbers p and q, and a number e: 

p = 3 
q = 17 
e = 5 

2. Calculate n = p*q = 3*17 = 51. 

3. 

The encryption key is thus (5,51). 

Calculate d = GCD(p-1,q-1)*(p-1)(q-1)+1 
e 

d = GCD(2,16)*(2)(16)+1 = (2)(2)(16)+1 = 65 = 13 
5 5 5 

4. Check that e*d(mod(p-1)(q-1» = 1: 

5*13(mod(2)(16» = 1 
65(mod 32) = 1 

1 = 1 

This is true, so the decryption key is (13,51). 

Now that the keys have been computed, it is an easy matter to calculate 

the ciphertext. 

1. First, convert BSU to a numeric quantity. Let B = 02, S = 19, and U = 21. 

The message must be represented as an integer between 0 and n-1, 0 and 

50 in this case. Therefore, only one character may be coded per block: 

Ml = 02, M2 = 19, M3 = 21. 

2. Calculate the ciphertext blocks using the encryption key and the formula 

C = Me(mod n): 
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c1 = MrCmod 51) = 25Cmod 51) = 32 

C2 := M~Cmod 51) = 195(mod 51) = 49 

C
3 

= M~(mod 51) = 215(mod 51) = 21 

The encrypted ciphertext blocks are 32, 49, and 21. 

3. To decrypt the ciphertext, use the decryption key and the formula 

M = CdCmod n): 

M1 = c~3Cmod n) = 3213Cmod 51) = 2 

M2 = C~3Cmod n) = 4913Cmod 51) = 19 

M = C13Cmod n) = 2113Cmod 51) = 21 3 3 
The clear text blocks are 2, 19, and 21. Now, convert them back to 

alphabetic form and the cleartext BSU returns. 
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BOS82 

CHA8G' 

DIF77 

00178 

EC082 

GIF82 

KAT77 

KIR82 

KOW81 

KU081 

MAR81 

MAT82 

MEI82a 

MEI82b 

MER82 

. -
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