
.. ~ 

Issues in Computer Security 

by 

Brandy L. Meredith 

Honors 499 

Dr. John W. Emert, Advisor 

Ball State University 

Muncie, Indiana 

May 1996 

Anticipated Date of Graduation: May 1997 



Purpose of Thesis: 

5
f
Lb I; 

,hes I 5 

LD 
/Jy'(/i 
,7/.{ 

Iqq~ 

,11'-17 

Increased use of computer-based technology in everyday activities has created a demand for 

stronger security for operators and users of systems. Often this security is in the form of 

algorithms which make use of mathematical concepts. Algorithms alone, though, are not the 

solution. Government agencies, businesses, and individuals from the private sector are currently 

debating who should have what kind and how much control over the strength of encryption 

algorithms. The ideal resolution of this debate would incorporate equal input from each of the 

three groups. 



Cryptology is the oft overlooked shadow of mathematics. With recent booms in the usage 

of electronic data (the Internet, for example), increased measures must be taken to ensure 

information security. However, when users are uneducated or apathetic about security issues, they 

compromise their own privacy. Although the government, the business and technology worlds, 

and the private sector are currently debating where the responsibility for control over computer 

security ought to be placed, it should be shared equally among each group in order to control 

crime, promote development, and maintain trustworthiness. 

There are a few terms commonly used in cryptology with which the reader should be 

familiar: 

cryptology: the study of cryptosystems (Van Tilborg, 1988). 

cryptography: the design of cryptosystems; keeping communication private in a public 

word (Van Tilborg, 1988; Brassard, 1988). 

cryptanalysis: the breaking or deciphering of cryptosystems (Van Tilborg, 1988; 

Brassard, 1988; Kranakis, 1986). 

cryptosystem: the process by which a message is encoded and decoded. 

algorithm: a method or set of instructions for completing a task. 

cryptanalyst: one who tries to break an intercepted code (Kranakis, 1986). 

key: a parameter on which encryption/decryption depends; a secret piece of information 

necessary to break a code (Brassard, 1988). 

The need for security motivates the cryptographer to design a cryptosystem based on 

heuristics (that is, based on logic) and utilizing prior experience (Beth, Frish, and Simmons, 

1992). The system is then subjected to analysis. The goal of this analysis is to try to break the 

code by using adaptations of existing algorithms, creating new algorithms, increasing the 

complexity of the basis problem of the system, etc. If the cryptosystem "passes," it is then used in 

real-world situations and thereby subjected to "external analysis" (Beth et al., 1992). If it "fails," 

it is either discarded altogether, or it is revised and then retested using the methods described 

earlier. 

The sender encrypts the message in one of two basic ways: letter by letter or in blocks of 

letters. Cryptanalysts can break the former relatively easily when they have access to a sufficiently 

large sample of the encoded message by using frequency analysis. Tendencies of repetition in 



language structure make even cryptosystems in which the letters are randomly substituted unsafe 

for use because the language structure is still intact and only the "names" of the letters have 

changes. In other words, there is a one-to-one mapping from a letter to another, and all that is 

required of the cryptanalyst is to consult a table of letter frequencies to determine a close, if not 

perfect approximation of the original message (Patterson, 1987; Welsh, 1988). 

The feasibility of breaking such cryptosystems leads to a couple of important conclusions 

about "safe" cryptosystems. The first is that the encryption and decryption functions must be too 

difficult to break in any reasonable amount of time with a pen and paper or a computer (Patterson, 

1987). The second is that an n-to-one mapping (where n does not equal one) must exist for any 

given letter. In order to comply with these standards, the cryptographer must employ more 

complicated algorithms and schemes (Welsh, 1988). 

One such cryptosystem is the RSA scheme first proposed by Rivest, Shamir, and Adleman 

in 1978 (Welsh, 1988). The basis of this scheme lies in two main principles: 

l--A fast algorithm for finding a random prime number of a certain size is known. 

2--No fast algorithms for factoring a large number into primes is known. (Adamek, 1991) 

The RSA scheme makes use of congruencies and the Euler phi-function. It is constructed based, 

in part, on the assumption that a prime number, q, raised to the power <I>(n) is congruent to one 

modulo n. Now, n is set equal to the product pq where p and q are primes. By the definition of 

the Euler Phi-function, <I>(n)=(p-l)(q-l). 

The numbers 0,1, ... , n-l are used as the source alphabet for this scheme. One now 

chooses an i from 0,1, ... , n-l such that the greatest common divisor of i and <I>(n) is one. It is 

relatively simple to find j such that i and j are inverses of each other modulo <I>(n). The values n 

and i are published, but p,q, and j are not. Since one has i and j belonging to the integer greater 

than zero where j is the secret key and i and j are inverses modulo <I>(n), it is easy to see that, for 

any integer k, ij=k<l>(n)+ 1 modulo <I>(n). To .decode the message, essentially all one has to do is 

apply the inverse of i or j depending on the set of text. For the cryptanalyst, the solution lies in 

factoring n. 

The job of the cryptographer is to design a cryptosystem that the cryptanalyst cannot break 



given a reasonable amount of time and power (very often supplied by computers). Cryptanalysts 

have three main methods of attacking cryptosystems: the cryptogram-only attack, the known

plaintext attack, and the chosen plain-text attack. It is generally assumed by the cryptographer that 

the cryptanalyst will have access to the encryption and decryption function and possibly knowledge 

of the context of the message and some language-related statistics. The cryptanalyst more than 

likely also has a copy of the ciphertext. The one ingredient lacking is the key (Welsh, 1988). 

In the cryptogram only attack, the interceptor knows only a piece of the ciphertext. More 

likely, however, is the situation that the interceptor has some of the original message and the 

corresponding ciphertext (the known-plaintext attack). Should the cryptanalyst have access to his 

choice of plaintext and its corresponding ciphertext, it is possible to use the chosen-plaintext attack, 

the ideal method (Welsh, 1988). The cryptanalyst then uses methods such as those previously 

described to find the key. 

Cryptography, although once all but restricted to military and government usage, is now 

used on a daily basis by the general public. Military message networks account for only about 1 % 

of all encryption applications. Other government-related uses include law enforcement tools such 

as wiretaps used by the FBI and CIA (Sheppard, 1995). The other 99% are in the business and 

private sectors. Some examples of these include banks (especially for money transfers and ATM 

machines), pay-TV, road tolls, building and/or computer access (Anderson, 1994). Similar uses 

for cryptography have been found by foreign agents and spies, terrorists, and drug dealers to hide 

contraband and/or evidence (Lewis, 1995; Sheppard, 1995). The general purpose in all of the 

above examples is to keep information anonymous, private, and untraceable (Hoffman, Aki, 

Heckler, and Huybrechts, 1994). 

Sometimes the people who expect protection of information from the cryptosystem do not 

exercise caution in their activities (Beth, 1995). Common mistakes often involve carelessness or 

ignorance on behalf of the user. When permitted to select their own passwords, they often choose 

words that are meaningful to them so that they will be better able to remember what they are. A 

person trying to break into the system is apt to first try personal information before moving on to 

less obvious choices. Another common error concerns using words found in any dictionary. 

Modem technology has produced computers which can run through entire dictionaries in a 

relatively short period of time, thus enabling the hacker to possibly find a matching password in a 



matter of a few days, hours, or even minutes. 

The solution to both of these cases is simple: the system users should not choose obvious 

passwords (Bishop and Klein, 1995). System operators can aid in this effort by ensuring that 

passwords are not easily determined (Pope, 1996). There is still room for human error; if random 

passwords, such as random strings of letters and numbers, are assigned, the person who uses it is 

likely to write it down, automatically destroying any hope of security for the system. Better than 

random characters are "random" strings of letters which are the first or letters of an easily 

remembered, but not easily guessed, phrase or another similarly constructed string. (It should be 

noted that these methods are not foolproof.) 

Although systems fail due to attacks from outside sources, a weak system is not an 

invitation to attack. Martha Stansell-Gramm, an attorney with the Computer Crime Unit of the 

U.S. Department of Justice, suggests that responsible use of cryptology is a matter of respect of 

and from system users: 

"Most people don't steal mail not because it is a Federal offense but because they learned it 

was a really bad thing to do. Now, that moral aspect won't stop every potential thief, but 

it will control many people, because most of us don't want to think of 

ourselves as really crummy people. If we could deter a large percentage of the 

intruders by encouraging proper ethics, maybe technology and law 

enforcement would have a better chance at the rest." (Adam 1995) 

Claude Oliver (1995) makes a related observation, "Well, now, are computer users some form of 

privileged class who are not accountable for their actions?" This particular idea is one side of a 

crucial idea in information security. There has to be a mutual attempt on behalf of the operator and 

of the users of a system to ensure its security. Compromises in security have been blamed on 

technology for facilitating system break-ins. However, those with access to classified/private 

information are responsible for how it is used (Adam 1995). 

Sometimes the government tries to impose limits on how much security a business or 

private person can use, often with some retaliation. For example, the introduction of the NSA

developed Clipper Chip in 1993 sparked heated discussions which centered around one main issue: 

How much privacy is a government willing to give its people? (Lewis, 1995A) According to a 

White House statement following the introduction of the Clipper Chip in 1993, "We need the 



'Clipper Chip' and other approaches that can both provide law-abiding citizens with access to the 

encryption they need and prevent criminals from using it to hide their illegal activities" (Salwen, 

1993). This argument, however, has some weak points. Hoffman (1994) observes, "[T]he 

federal government does not represent a large percentage of the market or the revenue for all U.S. 

companies providing communications or computer technology." Because of this, businesses argue 

that the federal government should have very little power to restrict the export of encryption 

algorithms. 

Businesses in the encryption market have a reason to be concerned. According to one 

recent report, the U.S. encryption market was at $384 million in 1991 and is supposed to increase 

by 250% by the end of this year. The world market was reported to be $695 million in 1991 and 

was expected to increase by almost 260% by the end of the year. In 1991, the United States held 

over half of the world market. Naturally manufacturers are concerned about being able to sell their 

products abroad. They already have one roadblock in the way: the Arms Export Control Act 

(Hoffman et aI., 1994). Under this act, in order for a company to export an encryption algorithm, 

it must first have an individual license from the Office of Defense Trade Controls at the State 

Department. The algorithm is then reviewed by the NSA, a process which takes about ten months. 

If the Clipper Chip were to be made mandatory in all voice and data communications 

products, asserted David Sobel, a legal consultant for the Electronic Privacy Information Center in 

Washington, D.C. "[the United States' market] won't be competitive" because other countries will 

be able to sell products that do not have a "spare key" in the U.S. (Corcoran, 1995). Senator 

Patrick J. Leahy shares the same view: "Will American companies be able to find any foreign 

buyers for encryption technology that carries the disclaimer, 'Guaranteed availability to the U.S. 

government?''' (Mintz and Schwartz, 1994) 

The government also restricts the strength of algorithms which can be exported. No 

algorithm stronger than the DES (Data Encryption Standard) can be exported to anyone except for 

financial institutions. Business leaders are quick to suggest that other countries are not as 

restricted by their governments and that the DES algorithm and related software are accessible via 

the Internet, which is accessible allover the world, especially in strong markets like Japan and 

Germany. As the United States does not control the Internet, companies can export information 

with little threat from law enforcement agencies (Lewis 1995A). Earlier this year, however, 



LB.M. reached an agreement with the federal government which allows them to export stronger 

software than is currently considered acceptable because they agreed to give government agencies 

part of the information necessary to decipher the codes (Anon., 1996). 

In January of this year, the federal government closed its three-year long investigation of 

PGP ("pretty good privacy"), which is an encryption program developed by Philip Zimmerman, a 

cryptographer and civil liberties advocate from Colorado. Zimmerman did not export PGP; he 

merely passed it around to his friends. The controversy began in 1991 when the program was 

posted on computer bulletin boards, making it available overseas (Corcoran, 1996A). 

Also this past winter, a group of well-known cryptographers recommended that keys 

should be at least 90 bits long in order to ensure information security for the next twenty years 

(Corcoran, 1996). If the government continues to restrict exportable key lengths to 40 bits, U.S.

produced encryption software will soon become outdated. Experts blame this potential trend on 

the NSA, saying that they doubt that its specialists would be able to easily unlock 90-bit encrypted 

information. 

Export laws prohibit U.S. companies from selling their best encryption technology 

overseas, but no law restricting use of such algorithms exists for the general public (Corcoran, 

1996). Problems arise, however, when a private individual wishes to discuss results from 

research. In 1994, cryptography expert Bruce Schneier published a book entitled, Applied 

Cryptography. This book, which contains software instructions, is available all over the world. 

Schneier also offered a disk version of the software discussed in his book. The State Department 

refused to allow it to be sold abroad. Schneier criticizes this action and contends that selling the 

software is really no different than selling the book itself because almost anyone could type the 

information out in a matter of hours or even less with the use of a scanner (Schwartz, 1994; 

Sheppard, 1995). 

Another example from February 1995 shows how export laws pose problems to the 

individual. Daniel Bernstein, a mathematics graduate student at the University of California, and 

the Electronic Frontier Foundation filed a lawsuit against the NSA and the State Department saying 

that restrictions and requirements on cryptographic programs infringed on his First Amendment 

right to freedom of speech. Bernstein had wanted to discuss his encryption algorithm at an 

international conference. This would have involved a paper and related software. In order to do 



so, the government requires that he fist obtain a license (Sheppard, 1995). 

The government fears that if companies or individuals are allowed to export very strong 

encryption algorithms, national security will be threatened (Hoffman et aI., 1994). If they restrict 

such exports, they protect the nation by preventing powerful information from falling into the 

hands of terrorists, criminals and other countries who could use it against the United States. 

Businesses see it the other way around--if strong algorithms are not encouraged, national security 

will be threatened by those countries who are allowed to develop them (Hoffman et al., 1994). In 

other words, if the "bad guys" do not obtain our information, they will obtain something of similar 

if not greater strength somewhere else. The Clipper Chip, intended for use in voice and data 

communications, was designed to increase security by allowing government officials to have 

access to an escrowed key to use in the case of a wiretap. Sobel points out, "Nonescrowed 

encryption is out there, and for the concerns law and enforcement and intelligence have, the 

problem remains and it will remain under this policy" (Markoff, 1995). 

The Clinton administration supported the Clipper Chip because it has a "spare key" of sorts 

that would allow law enforcement agencies to access information. The Clipper Chip is an example 

of escrowed encryption; the secret key is held in escrow until it is needed by government law 

enforcement agencies. According to a study by the NSA, Skipjack (the cryptosystem used in the 

Clipper Chip) will take around thirty to forty years to break using an exhaustive search, is unlikely 

to be broken by a "shortcut" methods of attack, and does not rely on keeping its algorithm secret in 

order to preserve its strength. Industry studies counter that it will only take twelve to eighteen 

years to break Skipjack (Hoffman, et aI., 1994). 

The Clipper Chip came under fire almost instantaneously. Some critics oppose it because 

the government would not allow public groups to inspect the technology behind it to ensure its 

"safety." Privacy-rights groups frowned upon it because the government was to keep the "spare 

key" and because individuals are free to use any method of encryption they choose (Hoffman et 

aI., 1994; Markoff, 1995). Technology leaders saw it as another potential restriction on the 

products they would be able to manufacture and sell both domestically and abroad. 

Agencies such as the FBI, NSA, and CIA continue to defend their positions as authority 

figures. Hoffman (1994) cites four possible outcomes for this faceoff: 

1. The government will have no control over cryptography. 



2. The government will have domestic control and export restrictions. 

3. The country will go to voluntary escrow encryption (as the case would have been with 

the Clipper Chip). 

4. The government would enforce mandatory escrow encryption. 

The implications of each outcome would involve restructuring the way Americans handle their 

computer security problems. Outcome 1 would lead to a sort of anarchy. Businesses would 

compete with each other to produce the strongest algorithms, but government agencies would have 

virtually no hope for keeping up with the changes. Less controversial are outcomes 2 and 3. 

Outcome 2 is similar to the current situation, but the government would have additional control 

over domestic use. Outcome 3 is what is presently being debated. The government would have a 

"spare key," but the decision whether or not to use that "door" would still lie in the hands of the 

people. Outcome 4 is the opposite extreme from outcome 1. The government would be happy to 

control all encryption use, but businesses would lose valuable foreign and domestic markets. 

Prohibition-era black markets and criminal organizations would more than likely reappear when 

people and businesses started to fear for their privacy. 

Legislation was introduced in March to try to end the standoff between government and 

industry. The bills that were to be introduced would allow Americans to use any method of 

encryption, prohibit the ~overnment' s mandatory access to "special keys," make criminal usage of 

encryption punishable, and permit the exportation of stronger encryption devices if something 

similar was already available worldwide. While civil libertarians and industry leaders consider this 

a good effort on the behalf of the government, they only lukewarmly support it because they feel 

that it is still too restrictive (Markoff, 1996). 

Other recent developments in computer security strongly suggest that a compromise is 

necessary immediately. Within the past nine months, university students using relatively 

affordable computers have found flaws in widely-used software that was considered "safe" by the 

U.S. government (Sandberg, 1996). AT&T has announced that it will insure credit-card 

customers who use their service to connect to the global network against unauthorized charges 

made over the Internet (Weber, 1996). It is the first such company to recognize customers' 

concerns about cyberspace security. 

In order to best resolve the debate among the three groups (government agencies, industry, 



and the general public), concessions must be made by each. The government, which is clearly 

falling behind as far as cryptology expertise is concerned, needs to allow innovation into its 

agencies. Industry ought to provide "new blood" for the government in exchange for loosened 

restrictions on exported software and devices. The public, as well as industry leaders, should 

learn to accept that while individuals have the right to maintain privacy, government agencies (such 

as the FBI and CIA) are doing their job by fighting crime and that they need access to certain 

information for the preservation of the common good. However, government organizations 

should be required to have a warrant in order to gain this information. Congress ought to propose 

and pass legislation which makes unauthorized access and exploitation of private information by 

any party illegal. 

This solution is feasible only in a utopian society. Due to varying factors such as human 

nature, the economy, and politics, this solution will probably never be implemented. That does not 

imply, however, that national governments, businesses, and individuals should lose hope in trying 

to reach a suitable compromise through exploring new options. A reasonable solution to the 

problem of national versus private security can only be discovered through further research of all 

of the complex issues associated with it. 
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