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1 INTRODUCTION 

In 2016, there expects two billion people using smartphones worldwide [1]. The main reason 

of the popularity of the smartphones is that smartphones are convenient for users to access various 

online services. Every day, people use smartphones to check emails, log on social networks 

applications, such as Facebook, store personal information, data and files onto the clouds and etc. 

During the use of smartphones, people likely save their personal information, photos, and 

passwords into the websites and applications. So, nowadays, smartphone is not only a 

communication device for calling and texting, but a personal assistant device which is full of 

personal and private information. Obviously, the devices cannot be guaranteed of complete safety. 

Unreliable and simple passwords, and ubiquitous attackers present severe threatens to users' 

personal and sensitive information stored on the devices. Therefore, providing a reliable 

authentication to these devices is an essential requirement.  

Passwords used to be the only option to authenticate people to access their devices. In recent 

years, more and more devices provide biometric sensors such as fingerprints or drawing on screen 

as alternative authentication options to unlock the devices, but still require passwords as the last 

help resource in case that biometric solutions fail to work with repeated tries. Even though, these 

new options cannot avoid the usability issue. A device still requires its user to repeatedly enter 

their passwords or pins, touch the screen with drawing, or place a finger on the fingerprint sensor. 

Therefore, how to minimize the usability issue of inconvenience is significant, essential but 

challenging. In this thesis work, we propose a non-password software-only solution which is a 

passive and continuous authentication. It does not rely on the traditional authentication inputs such 

as password or biometric information, but on user's historical behaviors in using a device.   
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In recent years, technology companies such as Google and Apple provide more and more 

built-in sensors to increase user experiences. The larger amount of data collected by sensors in 

modeling user behavior to creates a lot of opportunities for improving mobile device security.  

In this paper, we propose a multi-sensor-based authentication framework for smartphone users. 

The framework leverages accelerometer, orientation, and touch size data which are gathered from 

an Android smartphone, and then, it uses Hidden Markov Model to train a user's figure gesture 

and handholding pattern, which is dynamically authenticate the legitimate user of the device and 

distinguish the user from other unauthorized users. 

Results from the experiments show that our system can achieves 0.89 accuracy in identifying 

users. Also, the system can detect 65 cases when the device is operated by non-owners. Only 25 

cases trigger false alarm when it's operated by the owner.  

The rest of this thesis paper is organized as follows. We introduce built-in sensors which are 

supported by the Android platform, summarize the past wok on sensor-based authentication, and 

describe two major methods we adopt for this thesis work in Section 2. In Section 3, we present 

our proposed approach to authenticate user from various sensors, including sensor data collection, 

data preprocessing, modeling, and authentication. In Section 4, we present the performance of our 

work. The thesis is concluded by Section 5.     

2 BACKGROUND 

2.1 Sensors 

Smart devices have built-in sensors that can measure motion, orientation, and various 

environmental conditions e.g. temperature, ambient light, etc. These sensors provide raw data with 

high accuracy and are useful to perform a wide variety of sensor-related tasks. For example, a 
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game application can track readings from a device's gravity sensor to infer complex users’ gestures 

and motions, such as tilt, shake, rotation, swing [2]. Table 1 summarizes the sensors that are 

supported by Android platforms including descriptions and common usage. There are three broad 

categories of sensors: motion sensors which are used to measure acceleration forces and rotational 

forces including accelerometers, gravity sensors, gyroscopes, and rotational vector sensors; 

environmental sensors which includes barometers, photometers, and thermometers to measure 

various environmental parameters; and position sensors which is to measure the physical position 

of a device including orientation sensors and magnetometers.  

Table 1: Sensor types supported by the Android platform [2]. 
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2.2 User Authentication based on Mobile Sensors 

With the rapid development of mobile sensory technology, it is easy to collect data from many 

types of sensors in a smart device. These sensory data are extensive and personal. How to learn a 

user’s behavior from the sensor data is a hot research area today.  

For user authentication, the traditional approach relies on password. Also, biometric 

authentication is also popular to apply context-awareness to security applications [3, 4]. It verifies 

user identity based on the unique biological characteristics such as fingerprints, voice waves, retina 

and iris pattern, face recognition and etc. Except those, there are other biometric authentications 

including signatures and blinking pattern which are studied. But now, the sensor data we obtain 

can be a possible way to establish a user’s portfolio and learn his/her behaviors. There is already 

significant amount of work performed on sensor-based authentication. Then, we summarize the 

latest approaches below.  

In [5], they propose a multi-sensor based system to achieve continuous authentication on smart 

devices. Also, they employ Support Vector Machines (SVM) as their learning algorithm. Through 

a lot of experiments, they find that the combination of more sensors can provide better accuracy. 

They can achieve more than 90% accuracy in detecting the owners. 

       Also, in [6], they develop a lightweight, temporally and spatially aware user behavior model 

using light sensor, orientation, magnetometer, and accelerometer to authenticate users. However, 

it requires much more detecting time.   

SenSec is a mobile system framework, which is proposed by [7]. They use the data which are 

collected from the accelerometer, gyroscope, and magnetometer to construct the gesture model of 

how a user uses the mobile device. They ask users to perform five tasks such as picking up the 
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device, and model a user’ gesture patterns though a continuous n-gram language model. The results 

of using SenSec system show that it can achieve 75% accuracy in user classification and 71.3% 

accuracy in user authentication.  

2.3 K-means Clustering Algorithm 

Cluster analysis is the process of partitioning a set of data objects (or observations) into subsets 

[8]. Each subset is called a cluster, such that objects within a cluster are similar to one another, yet 

dissimilar to objects in other clusters. Cluster analysis has been widely used in many applications 

such as image pattern recognition and Web search. There are many clustering algorithms in the 

literature: partitioning methods, hierarchical methods, density-based methods, and grid-based 

methods [8]. Partitioning methods, which are distance-based and use mean to represent cluster 

center, are effective for small- to medium-size data sets. Based on the general characteristics of 

partitioning methods, we employ K-means clustering algorithm which is the most well-known and 

commonly used partitioning method to pre-process the raw sensor's data sets before they are used 

for authentication. 

K-means clustering algorithm is a centroid-based technique [8]. Suppose there is a data set,𝐷𝐷, 

contains 𝑛𝑛 objects in Euclidean space. Partitioning methods distribute the objects in 𝐷𝐷  into 𝑘𝑘 

clusters, 𝐶𝐶1, … ,𝐶𝐶𝑘𝑘, that is, 𝐶𝐶𝑖𝑖 ⊂ 𝐷𝐷  and 𝐶𝐶𝑖𝑖⋂𝐶𝐶𝑗𝑗 = ∅  for  (1 ≤ 𝑖𝑖, 𝑗𝑗 ≤ 𝑘𝑘) . This technique uses the 

centroid of a cluster, 𝐶𝐶𝑖𝑖, to represent cluster. The centroid can be mean or medoid of the objects 

assigned to the cluster. The difference between an object 𝑝𝑝 ∈ 𝐶𝐶𝑖𝑖  and  𝑐𝑐𝑖𝑖 , is measured by 

𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝑝𝑝, 𝑐𝑐𝑖𝑖), where 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝑝𝑝, 𝑐𝑐𝑖𝑖) is the Euclidean distance between two points x and y. The within-

cluster variation is used to measure the quality of cluster 𝐶𝐶𝑖𝑖, which is the sum of 𝑑𝑑𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑑𝑑  𝑠𝑠𝑠𝑠𝑠𝑠𝑒𝑒𝑠𝑠 

between all objects in 𝐶𝐶𝑖𝑖 and the centroid 𝑐𝑐𝑖𝑖, defined as  
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𝐸𝐸 = �� 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝑝𝑝, 𝑐𝑐𝑖𝑖)2,                                                (2.1) 
𝑝𝑝∈𝐶𝐶𝑖𝑖

𝑘𝑘

𝑖𝑖=1

 

where 𝐸𝐸 is the sum of the squared error for all objects in the data set; 𝑝𝑝 is the point in space 

representing a given object; and 𝑐𝑐𝑖𝑖 is the centroid of cluster 𝐶𝐶𝑖𝑖. The k-means algorithm uses the 

mean value of the points within a cluster as the centroid. It works as follows. First, it randomly  

 

Figure 1: The procedure of 𝑘𝑘-means algorithm 

chooses 𝑘𝑘 of the objects in 𝐷𝐷 and each of them represents initially a cluster mean. Based on the 

Euclidean distance between the object and the cluster mean, each of the remaining objects can be 

assigned to the cluster to which it is the most similar (or closest in Euclidean distance in this case). 

Then, the algorithm iteratively furthers the within-cluster variation. In each iteration, the new mean 
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is computed by each cluster from the previous iteration.  Then, the remaining objects are reassigned 

using the new mean as the cluster centers. Until the assignment is stable or converges, the iterations 

stops. The 𝑘𝑘-means procedure is summarized in Figure 1.  

2.4 Hidden Markov Model 

In this thesis, we use the Hidden Markov Model algorithm for authentication. Hidden Markov 

Model (HMM) is a stochastic model which predicts the hidden state of a system given an 

observation at a certain moment [9, 10, and 11]. It consists of a collection of finite states connected 

by transitions. Compared to a Hidden Markov Model, the Markov Model is a collection of visible 

states to the observer. The parameter of a Markov model is the state transition probability. 

However, in an HMM, the states are not visible (thus hidden), rather are implicitly related to 

something which can be observed. With visible observations, the state can be stochastically 

inferred.   

Figure 2: An example of the Hidden Markov Model 

Assume the following scenario. There are two people, A and B, who live in different cities. 

Every day they talk to each other about what they did over the phone. A only has three activities 
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to do each day: walking on campus, cleaning his apartment, and studying. Each activity is 

determined by the weather on a given day. B has no information about the weather in A’s city, but 

he believes that he can guess the weather based on A’s activity. There are two different weathers, 

“Sunny” and “Rainy”, but B cannot observe them directly. They are hidden from B, so they are 

considered as hidden states. “Walking”, “cleaning”, and “studying” are shown a certain chance 

which will happen on each day. These three activities are the observations, because A tells to B. 

The entire system is a Hidden Markov Model. It is given in Figure 2.  

HMM has been widely used in speech and image-based gesture recognitions [9, 10]. An HMM 

can be defined by:   

• 𝑆𝑆 – A set of hidden states in the model, we denote the each state as 𝑆𝑆 = {𝑆𝑆1,𝑆𝑆2, … , 𝑆𝑆𝑁𝑁} and 

𝑁𝑁 is the number of hidden states; 

• 𝑉𝑉 – A set of distinct observation symbols in the model, we denote the each individual 

symbol as 𝑉𝑉 = {𝑉𝑉1,𝑉𝑉2, … ,𝑉𝑉𝑀𝑀} and 𝑀𝑀 is the number of distinct observation symbols in each 

hidden state; 

• 𝐴𝐴 – The transition probability matrix, 𝐴𝐴 = {𝑠𝑠𝑖𝑖𝑗𝑗}, where 𝑠𝑠𝑖𝑖𝑗𝑗 is the transition probability of 

taking the transition from state 𝑖𝑖 to state 𝑗𝑗,  

𝑠𝑠𝑖𝑖𝑗𝑗 = 𝑃𝑃�𝑆𝑆𝑗𝑗�𝑆𝑆𝑖𝑖�, 1 ≪ 𝑖𝑖, 𝑗𝑗 ≪ 𝑁𝑁;                               (2.3) 

• 𝐵𝐵 – The output probability matrix, 𝐵𝐵 = {𝑏𝑏𝑗𝑗(𝑉𝑉𝑘𝑘)} for a discrete HMM, where 𝑉𝑉𝑘𝑘 stands for 

a discrete observation symbol, 

𝑏𝑏𝑗𝑗(𝑉𝑉𝑘𝑘) = 𝑃𝑃�𝑉𝑉𝑘𝑘 𝑠𝑠𝑑𝑑 𝑑𝑑�𝑆𝑆𝑗𝑗�, 1 ≪  𝑗𝑗 ≪ 𝑁𝑁, 1 ≪ 𝑘𝑘 ≪ 𝑀𝑀;                  (2.4) 

• 𝜋𝜋 – The initial state probabilities. 
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It can be seen that there are five elements for a complete HMM. For convenience, we write 

an HMM in a compact notation 

𝜆𝜆 = (𝐴𝐴,𝐵𝐵,𝜋𝜋)                                                                  (2.5)                                                   

to represent a HMM with a collection of different hidden states and a sequence of observations [9].   

In general, HMM can solve three common problems: evaluation, decoding, and learning 

problems [9]. The evaluation problem uses a forward-backward algorithm [12, 13] to evaluate the 

probability of efficient computation based on a given set of observations and a model. The learning 

problem optimizes parameters of a model to better describe the observations using the expectation-

maximization (EM) algorithm [14]. The decoding problem uses the Viterbi algorithm [9, 15, and 

16] to find the most likely state sequence given an observation sequences.  

In this work, we use the expectation-maximization (EM) algorithm, which is primarily used 

to solve two types of problems. One is the maximum likelihood estimation (MLE) problem. The 

other is to address the problem of missing data values due to limitations of observation process.  

Baum-Welch (BW) algorithm [9] is the most often used EM algorithm. Using training data, the 

BW algorithm employs the forward-backward algorithm and computes MLE and posterior mode 

estimation for the probability parameters in an HMM. We employ the BW algorithm to learn finger 

gestures and handholding patterns.  

Baum-Welch algorithm, introduced by [11] in 1970, has two steps: the E-step and the M-step. 

The E-step uses the forward-backward algorithm to determine the probability of various possible 

state sequences that generated the training data. The M-step uses the maximum likelihood 

algorithm (MLE) to re-estimate values for all of parameters.  

Assume an HMM with 𝑁𝑁 states, and set its parameters 𝜆𝜆 = (𝐴𝐴,𝐵𝐵,𝜋𝜋). 
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Given each 𝑑𝑑 and 𝑑𝑑, it computes the probability of being in state 𝑆𝑆𝑡𝑡 = 𝑑𝑑 at time 𝑑𝑑, and we 

use 𝑃𝑃(𝑆𝑆𝑡𝑡 = 𝑑𝑑|𝑒𝑒1, 𝑒𝑒2, … , 𝑒𝑒𝑇𝑇) to represent it; then, given each 𝑑𝑑, 𝑑𝑑′ and 𝑑𝑑, it computes the probability 

of being in state 𝑆𝑆𝑡𝑡 = 𝑑𝑑  at time  𝑑𝑑  and state 𝑆𝑆(𝑡𝑡+1) = 𝑑𝑑′  at time  𝑑𝑑 +1: 

 𝑃𝑃�𝑆𝑆𝑡𝑡 = 𝑑𝑑, 𝑆𝑆(𝑡𝑡+1) = 𝑑𝑑′�𝑒𝑒1, 𝑒𝑒2, … , 𝑒𝑒𝑇𝑇�. 

The forward procedure can be stated as follows: 

(1) Initialization: 

𝛼𝛼1(𝑖𝑖) = 𝜋𝜋𝑖𝑖𝑏𝑏𝑖𝑖(𝑂𝑂1), 1 ≤ 𝑖𝑖 ≤ 𝑁𝑁                                  (2.6)                                

(2) Recursion: 

𝛼𝛼𝑖𝑖+1(𝑗𝑗) = 𝑏𝑏𝑗𝑗(𝑂𝑂𝑇𝑇+1) ��𝛼𝛼𝑡𝑡(𝑖𝑖)𝑠𝑠𝑖𝑖𝑗𝑗

𝑁𝑁

𝑖𝑖=1

� , 1 ≤ 𝑑𝑑 ≤ 𝑇𝑇 − 1, 1 ≤ 𝑗𝑗 ≤ 𝑁𝑁              (2.7) 

(3) Termination: 

𝑃𝑃(𝑂𝑂|𝜆𝜆) = �𝛼𝛼𝑇𝑇(𝑖𝑖)
𝑁𝑁

𝑖𝑖=1

                                             (2.8) 

The backward procedure is very similar to the forward procedure. The only difference is that 

the recursion is backward. 

(1) Initialization:  

𝛽𝛽𝑇𝑇(𝑖𝑖) = 1, 1 ≤ 𝑖𝑖 ≤ 𝑁𝑁                                              (2.9) 

(2) Recursion: 

𝛽𝛽𝑖𝑖(𝑑𝑑) = �𝑏𝑏𝑗𝑗(𝑂𝑂𝑡𝑡+1)𝑠𝑠𝑖𝑖𝑗𝑗𝛽𝛽𝑖𝑖+1(𝑗𝑗)
𝑁𝑁

𝑗𝑗=1

, 1 ≤ 𝑗𝑗 ≤ 𝑁𝑁, 1 ≤ 𝑑𝑑 < 𝑇𝑇          (2.10) 

(3) Termination: 
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𝑃𝑃(𝑂𝑂|𝜆𝜆) = �𝛽𝛽𝑇𝑇(𝑖𝑖)
𝑁𝑁

𝑖𝑖=1

                                                  (2.11) 

After computing 𝛼𝛼 and 𝛽𝛽, we define 𝜉𝜉𝑡𝑡(𝑖𝑖, 𝑗𝑗) to describe the procedure for re-estimation of 

HMM parameters, which is the probability of being in state 𝑠𝑠𝑡𝑡 = 𝑆𝑆𝑖𝑖 at time 𝑑𝑑 and state 𝑠𝑠𝑡𝑡+1 = 𝑆𝑆𝑗𝑗 

at time 𝑑𝑑+1 respectively given the observed sequence O and parameters λ.  

                               𝜉𝜉𝑡𝑡(𝑖𝑖, 𝑗𝑗) = P�𝑠𝑠𝑡𝑡 = 𝑆𝑆𝑖𝑖, 𝑠𝑠𝑡𝑡+1 = 𝑆𝑆𝑗𝑗�O, λ� 

=
𝛼𝛼𝑡𝑡(𝑖𝑖)𝛽𝛽𝑡𝑡+1(𝑗𝑗)𝑠𝑠𝑖𝑖𝑗𝑗𝑏𝑏𝑗𝑗(𝑂𝑂𝑡𝑡+1)

𝑃𝑃(𝑂𝑂|𝜆𝜆)  

=
𝛼𝛼𝑡𝑡(𝑖𝑖)𝛽𝛽𝑡𝑡+1(𝑗𝑗)𝑠𝑠𝑖𝑖𝑗𝑗𝑏𝑏𝑗𝑗(𝑂𝑂𝑡𝑡+1)

∑ ∑ 𝛼𝛼𝑡𝑡(𝑖𝑖)𝛽𝛽𝑡𝑡+1(𝑗𝑗)𝑠𝑠𝑖𝑖𝑗𝑗𝑏𝑏𝑗𝑗(𝑂𝑂𝑡𝑡+1)𝑁𝑁
𝑗𝑗=1

𝑁𝑁
𝑖𝑖=1

                                       (2.12) 

Also, we denotes 𝛾𝛾𝑖𝑖(𝑑𝑑) as the probability of being in state 𝑑𝑑 = 𝑆𝑆𝑖𝑖 at time 𝑑𝑑, given the 

observation sequence and the model. 

𝛾𝛾𝑡𝑡(𝑖𝑖) = �𝜉𝜉𝑡𝑡(𝑖𝑖, 𝑗𝑗)
𝑁𝑁

𝑗𝑗=1

                                                         (2.13) 

After we get 𝜉𝜉 and 𝛾𝛾, 𝜆𝜆 can be updated: 

𝜋𝜋∗ = 𝛾𝛾𝑡𝑡(𝑖𝑖)                                                                                                           (2.14) 

𝑠𝑠𝑖𝑖𝑗𝑗∗ =
𝑠𝑠𝑒𝑒𝑝𝑝𝑠𝑠𝑐𝑐𝑑𝑑𝑠𝑠𝑑𝑑 𝑛𝑛𝑠𝑠𝑛𝑛𝑏𝑏𝑠𝑠𝑠𝑠 𝑒𝑒𝑜𝑜 𝑑𝑑𝑠𝑠𝑠𝑠𝑛𝑛𝑑𝑑𝑖𝑖𝑑𝑑𝑖𝑖𝑒𝑒𝑛𝑛𝑑𝑑 𝑜𝑜𝑠𝑠𝑒𝑒𝑛𝑛 𝑑𝑑𝑑𝑑𝑠𝑠𝑑𝑑𝑠𝑠 𝑆𝑆𝑖𝑖 𝑑𝑑𝑒𝑒 𝑆𝑆𝑗𝑗
𝑠𝑠𝑒𝑒𝑝𝑝𝑠𝑠𝑐𝑐𝑑𝑑𝑠𝑠𝑑𝑑 𝑛𝑛𝑠𝑠𝑛𝑛𝑏𝑏𝑠𝑠𝑠𝑠 𝑒𝑒𝑜𝑜 𝑑𝑑𝑠𝑠𝑠𝑠𝑛𝑛𝑑𝑑𝑖𝑖𝑑𝑑𝑖𝑖𝑒𝑒𝑛𝑛𝑑𝑑 𝑜𝑜𝑠𝑠𝑒𝑒𝑛𝑛 𝑑𝑑𝑑𝑑𝑠𝑠𝑑𝑑𝑠𝑠 𝑆𝑆𝑖𝑖

 

                                      =
∑ 𝜉𝜉𝑡𝑡(𝑖𝑖, 𝑗𝑗)𝑇𝑇−1
𝑡𝑡=1

∑ 𝛾𝛾𝑡𝑡(𝑖𝑖)𝑇𝑇−1
𝑡𝑡=1

                                                                                                  (2.15) 

𝑏𝑏𝑖𝑖∗(𝑣𝑣𝑘𝑘) =
𝑠𝑠𝑒𝑒𝑝𝑝𝑠𝑠𝑐𝑐𝑑𝑑𝑠𝑠𝑑𝑑 𝑛𝑛𝑠𝑠𝑛𝑛𝑏𝑏𝑠𝑠𝑠𝑠 𝑒𝑒𝑜𝑜 𝑑𝑑𝑖𝑖𝑛𝑛𝑠𝑠𝑑𝑑 𝑖𝑖𝑛𝑛 𝑑𝑑𝑑𝑑𝑠𝑠𝑑𝑑𝑠𝑠 𝑆𝑆𝑗𝑗 𝑠𝑠𝑛𝑛𝑑𝑑 𝑒𝑒𝑏𝑏𝑑𝑑𝑠𝑠𝑠𝑠𝑣𝑣𝑖𝑖𝑛𝑛𝑜𝑜 𝑑𝑑𝑠𝑠𝑛𝑛𝑏𝑏𝑒𝑒𝑠𝑠 𝑣𝑣𝑘𝑘

𝑠𝑠𝑒𝑒𝑝𝑝𝑠𝑠𝑐𝑐𝑑𝑑𝑠𝑠𝑑𝑑 𝑛𝑛𝑠𝑠𝑛𝑛𝑏𝑏𝑠𝑠𝑠𝑠 𝑒𝑒𝑜𝑜 𝑑𝑑𝑖𝑖𝑛𝑛𝑠𝑠𝑑𝑑 𝑖𝑖𝑛𝑛 𝑑𝑑𝑑𝑑𝑠𝑠𝑑𝑑𝑠𝑠 𝑆𝑆𝑗𝑗
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                                              =
∑ 1𝑦𝑦𝑡𝑡=𝑣𝑣𝑘𝑘𝛾𝛾𝑡𝑡(𝑖𝑖)
𝑇𝑇
𝑡𝑡=1

∑ 𝛾𝛾𝑡𝑡(𝑖𝑖)𝑇𝑇
𝑡𝑡=1

                                                                                  (2.16) 

where 1𝑦𝑦𝑡𝑡=𝑣𝑣𝑘𝑘 = �1, 𝑖𝑖𝑜𝑜 𝑠𝑠𝑡𝑡 = 𝑣𝑣𝑘𝑘
0, 𝑒𝑒𝑑𝑑ℎ𝑠𝑠𝑠𝑠𝑒𝑒𝑖𝑖𝑑𝑑𝑠𝑠.  

These steps are now repeated iteratively until a desired level of convergence. We present the 

pseudo code of Baum-Welch algorithm in Figure 3 [11]. 

 

Figure 3: Pseudo code of BW algorithm 

3 SYSTEM DESIGN 

In this section, we discuss our proposed solution to the mobile user authentication based on 

various sensors on mobile devices.  
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The proposed solution consists of four components. First, we collect the data from the selected 

sensors. Then, we use the K-means clustering algorithm and the normal distribution to preprocess 

the raw sensor data. After that, we use Hidden Markov Models (HMMs) to learn a user’s profile 

based on the finger gestures and handholding patterns. Finally, we employ the Least Mean Square 

(LMS) algorithm to adaptively combine the outputs of multi-sensors’ HMMs to authenticate the 

user of the device. Figure 4 shows a high-level design architecture of our proposed authentication 

solution. 

 

Figure 4: Block diagram of our user authentication system 

3.1 Sensor Selection 

As shown in Table 1, there are many built-in sensors in a smart device today. In this thesis 

work, the foundational hypothesis is that each user has a unique set of combinational features of 

finger gestures and handholding patterns in using a smart device. For example, a user Bob normally 

uses his right thumb resulting in 0.38 cm touch size on the screen to unlock his Google Nexus 5X 

and picks his phone from the table at a certain speed.  

In our work, we experiment with three sensors that are available in a Google Nexus 5: 

accelerometer, orientation sensor, and touch screen input. First, we characterize finger gestures 

Data 
Preprocessing 

Data 
Collection 

Mobile 
Sensors 

Training/ 

Learning 
Authentication  

K-means 
Algorithm 

Hidden 
Markov 
Model 

(HMM) 

Least Mean 
Square (LMS) 
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with two features: finger touch size and finger touch position. Finger touch size and touch position 

on screen both can be obtained through touch screen input measurements. Second, users tend to 

pick up and hold devices in various patterns, which can be learned from various motion detecting 

sensors such as accelerometer and orientation sensors. These sensors can report users' information 

about their behaviors. The accelerometer measures coarse-grained motion of a user like how he 

walks (multi-sensor). The orientation sensor can detect fine-grained motion of a user, e.g. how he 

holds a smartphone (multi-sensor). We will focus on two factors of holding pattern: speed of device 

motion and device orientation during moving. Device motion reflects the pattern that a user picks 

up a smart device to use. The accelerometer and orientation sensors can provide the data that can 

characterize the motion. Furthermore, these sensor data can be easily obtained on Android devices 

today. 

3.2 Data Preprocessing 

We select three sensors which are the accelerometer, orientation sensor, and touch screen 

input measurements to collect data. These obtained data construct a big data set, but they are not 

proper to directly feed into the system model. Due to the difference of data formats, we use 

different methods to pre-process them before the data is mined through a system model. Figure 5 

shows two data preprocessing methods we use. 

For the accelerometer and orientation sensors, we attempt to identify handholding patterns 

based on the collected data. Hence, we use Hidden Markov Model to train and learn these data. 

HMM algorithm requires an observation sequence. However, the sensor data of accelerometer and 

orientation are continuous and is hard to be used as observations of HMM model directly. So, the 

𝑘𝑘-means algorithm is employed first to cluster these sensor data to identify a limited number of 

clusters' indices that are then used actually as observation sequences for the HMM. We start with 
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a random number of clusters. After several times iterations, the training set is complete and we 

obtain the centroids of each cluster and each cluster which contains different objects. 

Figure 5: Data preprocessing methods 

For the touch screen measurements, There are only one value for the touch size and two values 

which are x-axis and y-axis for touch position on the screen. So, the 𝑘𝑘-mean algorithm does not 

work for the data. We rather choose another method to analyze them. We use Matlab, which is a 

multi-paradigm numerical computing environment, to plot the data based on the means and 

standard deviations of the two data sets we collected and find that the shapes are bell-shaped, 

which are very alike to the curves of the normal distribution. Therefore, we formalize the touch 

sensor data with normal distributions. 

 In probability theory, the normal (or Gaussian) distribution is very common continuous 

probability distribution. The probability density of the normal distribution is: 

𝑜𝑜(𝑒𝑒|𝑠𝑠,𝜎𝜎2) =
1

𝜎𝜎√2𝜋𝜋
𝑠𝑠−

(𝑥𝑥−𝜇𝜇)2
2𝜎𝜎2                                           (3.1) 

Here, 𝜇𝜇  is the mean of the distribution. The parameter 𝜎𝜎  is its standard deviation with the 

variance 𝜎𝜎2 . About 68% of values drawn from a normal distribution are within one standard 
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deviation 𝜎𝜎  away from the mean; while 𝜇𝜇 ± 2𝜎𝜎  accounts for 95.45% of values; and 𝜇𝜇 ± 3𝜎𝜎 

accounts for 99.73% of values. Because we want to narrow down the data set, we choose the 𝜇𝜇 ±

𝜎𝜎 as our range.  

With the normal distribution normalization, the optimal values for each touch sensor data set 

are identified.   

3.3 Hidden Markov Model for Behavior Recognition  

The primary algorithm used in this thesis is a Hidden Markov Model. HMM consists of four 

key components: hidden states, observations, the state transition matrix, and the confusion matrix.  

So, in our model, it is defined as shown in Figure 6 [9]. 

 

Figure 6: HMM architecture of hidden states, transitions, and observations. 

In our model, the hidden states 𝑆𝑆𝑖𝑖  and  𝑆𝑆𝑗𝑗  represent the possible gesture patterns, the possible 

observations 𝑂𝑂1,𝑂𝑂2, … ,𝑂𝑂𝑛𝑛 are the pre-processed data of accelerometer and orientation sensors 

with their message values. In the data pre-processing as discussed above, we have already mined 
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the data collected by those two sensors and formulated six clusters using k-means algorithm. So, 

the resulting HMM has six possible observations in temporal sequence. The transition matrix 

consists of 𝑠𝑠𝑖𝑖𝑖𝑖,𝑠𝑠𝑖𝑖𝑗𝑗 ,𝑠𝑠𝑗𝑗𝑖𝑖, and 𝑠𝑠𝑗𝑗𝑗𝑗. The transition probabilities represent the probability of taking the 

transition from state 𝑆𝑆𝑖𝑖 to state 𝑆𝑆𝑗𝑗 . Also, it can occur from a state back to itself. The emission 

probabilities which are 𝑏𝑏𝑖𝑖1, 𝑏𝑏𝑖𝑖2, 𝑏𝑏𝑖𝑖𝑛𝑛, 𝑏𝑏𝑗𝑗1, 𝑏𝑏𝑗𝑗2, and 𝑏𝑏𝑗𝑗𝑛𝑛 represent the likelihood that a given cluster 

happens at state 𝑆𝑆𝑖𝑖 or 𝑆𝑆𝑗𝑗. These probability parameters are obtained through a training process with 

the Baum-Welch algorithm on a training set of data. 

Each type of sensor data is modeled with an individual HMM. Therefore, we combine these 

two HMMs into a combinational model to as a gesture pattern recognizer as in Figure 7. In order 

to do gesture recognition, we must perform the following steps: 

• For each sensor, we must build an HMM 𝜆𝜆𝑠𝑠. As we describe previously, we should get 

the model parameters (𝐴𝐴,𝐵𝐵,𝜋𝜋) after training. 

• For each unknown user which is to be recognized, the processing of a recognized 

should follow Figure 7. We have the observation sequence  𝑂𝑂 = {𝑂𝑂1,𝑂𝑂2} , which 

represent the accelerometer and the orientation sensor respectively using k-means 

algorithm. Then, followed by calculation of model likelihoods for both two 

sensors, 𝑃𝑃(𝑂𝑂| 𝜆𝜆𝑠𝑠). 

The probability computation is generally performed by the Baum-Welch algorithm, which 

we describe before.  
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Figure 7: Block diagram of a gesture pattern HMM recognizer 

3.4 Least Mean Squares for Authentication 

With multiple sensors, the user authentication problem can be formulated as linear 

regression problem. We use the Least Mean Squares update rule (LMS) [17, 18] for evaluating 

the parameters of a linear regression function that predicts the result to achieve user 

authentication. Figure 8 shows the steps in this learning process.  

Figure 8: The process of Least Mean Square update rule 
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As mentioned in previous sections, we have four attributes or features: touch size, touch 

position, pickup speed (accelerometer) and device orientation. Hence, the 𝑒𝑒’s are four-dimensional 

vectors in ℝ4, with 𝑒𝑒1
(𝑖𝑖) being the probability of the 𝑖𝑖-th data in the accelerometer’s training set, 

𝑒𝑒2
(𝑖𝑖) being the probability of the 𝑖𝑖-th data in the orientation sensor’s training set, 𝑒𝑒3

(𝑖𝑖) being the 𝑖𝑖-th 

user’s touch size on the screen of device, and 𝑒𝑒4
(𝑖𝑖)  being the 𝑖𝑖-th user’s touch position on the 

device’s screen.  

We denote ℎ as a hypothesis linear function of 𝑒𝑒: 

     ℎ𝜃𝜃(𝑒𝑒) = 𝜃𝜃0 + 𝜃𝜃1𝑒𝑒1 + 𝜃𝜃2𝑒𝑒2 + 𝜃𝜃3𝑒𝑒3 + 𝜃𝜃4𝑒𝑒4                          (3.2) 

Here, the 𝜃𝜃𝑖𝑖’s are the parameters (also called weights) parameterizing the space of linear functions 

mapping from the input 𝒳𝒳  to the output  𝒴𝒴 . To simplify our notation, we will introduce the 

convention of 𝑒𝑒0 = 1, so that 

ℎ𝜃𝜃(𝑒𝑒) = 𝜃𝜃𝑇𝑇𝑒𝑒 = �𝜃𝜃𝑖𝑖𝑒𝑒𝑖𝑖                                                    (3.3)
𝑛𝑛

𝑖𝑖=0

 

where n is the number of input variables (not counting 𝑒𝑒0). 

In order to make the hypothesis function ℎ(𝑒𝑒) close to y, the cost function in the multivariate 

case can be written in the following form:  

𝐽𝐽(𝜃𝜃) =
1

2𝑛𝑛
��ℎ0�𝑒𝑒(𝑖𝑖)� − 𝑠𝑠(𝑖𝑖)�

2
𝑚𝑚

𝑖𝑖=1

                                         (3.4) 

The regression goal is to minimize cost 𝐽𝐽(𝜃𝜃). One way to do it is to use the batch gradient descent 

algorithm. In batch gradient descent update rule, each iteration performs the update: 
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𝜃𝜃𝑗𝑗 ∶= 𝜃𝜃𝑗𝑗 − 𝛼𝛼
1
𝑛𝑛
��ℎ0�𝑒𝑒(𝑖𝑖)� − 𝑠𝑠(𝑖𝑖)�𝑒𝑒𝑗𝑗

(𝑖𝑖)�simultaneously update 𝜃𝜃𝑗𝑗  for all 𝑗𝑗�     (3.5)
𝑚𝑚

𝑖𝑖=1

 

Here, 𝛼𝛼 is the learning rate. With each step of gradient descent, the parameters 𝜃𝜃 comes close to 

optimal values that will achieve the lowest cost 𝐽𝐽(𝜃𝜃). The gradient descent will run until reaching 

the convergence to find the final values of 𝜃𝜃. 

4 EXPERIMENTS 

We implement the system and evaluate it with data from real life experiments. We use Google 

Nexus 5X with Android 6 as our experimental device. Two data sets are collected from the device 

owner and a non-owner. The sensor data are taken from accelerometer, orientation sensor, and 

touch screen input measurements. The k-means algorithm pre-processes accelerometer and 

orientation sensors’ data. We use HMM to train and learn the data to obtain a user’s portfolio of 

handholding patterns and finger gestures.  Then LMS is employed to combine all the outputs from 

the HMM models to achieve the final result of authentication. In our experiments, we use the 90% 

of the data for training and the rest 10% data for testing. 

4.1 Data Collection and Preprocessing 

We have two data sets which were collected by ourselves. Both data sets are collected from 

two graduate students working on the project in 2016. The smart device we used is an Android 

device Google Nexus 5X. Each data set includes the data from the accelerometer, orientation 

sensor, touch size, and touch position. The activity we performed is picking up the device from 

the table and unlocking it. Each student performed this activity for hundreds of times.  Each data 

collection takes 2 seconds.  
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We implement an Android App to collect users’ data. Every time, user just need to pick up 

the device and unlock it by sliding the screen. The sensors will record data during the motion of 

the device.  Figure 9 (a) shows the user interface of the APP. There are two buttons: “VIEW DATA” 

button and “DELETE DATA” button.  When click “VIEW DATA” button, user can enter to the 

second page which shows the collected data in Figure 9 (b). Also, we use SQLite database which 

is embedded into every Android device to store users’ data.  

(a)                                                                            (b) 

Figure 9 (a) (b): Our Android App 

The accelerometer data has eight attributes. That means there are 8 sets of accelerometer data 

collected every 2 seconds. It always starts from 0. The orientation sensor measures degree of 

rotation that includes three physical axes: yaw, roll, and pitch. The data from the orientation sensor 

consists of 5 values, which means there are 5 sets of orientation data collected every 2 seconds. 

Table 2 shows the data we collected by an Android APP.  
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Table 2: Raw data we collected 

We create a plot using the data of orientation sensor in 3D as shown in Figure 10. The touch 

screen input measurements include two parts that are touch size and touch position. When a user 

touches the screen and the sensor gives one value of the size and two values of the position which 

are X-axis and Y-axis on the touch screen.  

Figure 10: The plot using orientation sensor in 3D 

m/s2 

m/s2 
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Based on the requirements from Hidden Markov Model, we need to obtain an observation 

sequence. Therefore, we use the 𝑘𝑘-means algorithm provided by Weka [24] to find clusters' indices 

that are used as the observation sequence for the HMM modeling the prediction of user gestures 

in our solution. For the accelerometer, we have 8 values every 2 seconds. The detail training data 

is collected into a large file. The 𝑘𝑘-means algorithm was performed on this data set with the 

number of clusters set as 6. After 72 iterations, the training is completed. We obtained the centroids 

of each cluster and each cluster contains different objects. Figure 11 shows the result of clustering 

using accelerometer data. There are six different colors represent six different clusters.  

 

Figure 11: The result of clustering using accelerometer data 

The training process of the orientation sensor is the same as the accelerometer. Because the 

orientation sensor includes three different attributes: yaw, roll, and pitch. First, we perform 

clustering to identify their own cluster centroids for the attributes as shown in Figure 12 (a) (b) (c). 

Sp
ee

d 

Times  
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Each physical axes has 6, 4, and 4 clusters respectively. Then, we compile all clusters’ indices into 

one file. Hence, we generate a new matrix which has three indices number from three attributes. 

The clustering result is shown in Figure 12(d) below. 

Figure 12 (a): The clustering result of yaw data 

Figure 12 (b): The clustering result of roll data 
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Figure 12 (c): The clustering result of pitch data 

Figure 12 (d): The clustering result of combined orientation data 
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Table 3 shows an example of the training results of one data set. It shows that the data type, 

the number of clusters, the number of iterations, the sum of squared error (𝐸𝐸), and the training time 

for the accelerometer sensor, orientation sensor including three physical axes. 

Table 3: The training results for each sensors 

Sensors Data Type Number of 
Clusters 

Number of 
Iterations 

Sum of 
Squared 
Error (𝐸𝐸) 

Training 
Time 

(Seconds) 
Accelerometer Numeric  6 62 3.29 0.09 

Yaw  Numeric  6 57 1.72 0.05 
Roll  Numeric  4 22 1.96 0.03 
Pitch Numeric  6 18 1.47 0.03 

Combined 
Orientation  Numeric 6 4 5.63 0.01 

 

For the touch screen size and the touch screen position, the optimal values are identified 

through the following procedure. Figures 13 and 14 (a) (b) respectively show the combinations of 

the histogram of frequency (distribution) of the owner’s touch size data and touch screen position 

and the corresponding normal distribution curve that describes these data. Then, Figure 15 shows 

two different users’ normal distribution curves that describe the touch measurement data. Because 

68% of values drawn from a normal distribution are within one standard deviation 𝜎𝜎 away from 

the mean, we choose this deviation 𝜇𝜇 ± 𝜎𝜎 to find the false alarm and fallacy. False Alarm is defined 

as that a value is categorized as true, but actually not from the owner. Fallacy defines that a value 

is determined as false, but actually true from the non-owner user. The linear regression line of false 

alarm and fallacy are shown in Figure 16. We can easily find that these two lines have a common 

point. This common point represents the optimal value 0.242 cm2 for touch size. Following the 

same analysis, we can identify the optimal values for both attributes. 
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Figure 13: The histogram and normal distribution curve of touch screen size 

Figure 14 (a): The normal distribution of touch position x-axis  

Figure 14 (b): The normal distribution of touch position y-axis 
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Figure 15: The normal distribution curves of owner and not owner’s touch size 

Figure 16: The optimal value for touch size 
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4.2 Training and Learning 

HMM model is used for user gesture recognition and classification. We implement the 

algorithm in Java. The accelerometer and orientation sensor data are clustered into six classes 

using k-means algorithm. We use the indices of clusters of each sensor data to construct the 

observation sequences to train the HMM models to compute the probability matrices. Table 4 

shows the initial probabilities for each state which are computed based on the training data. Table 

5 shows the transition probabilities for the HMM of accelerometer. Table 6 shows the output 

probability matrix for the accelerometer HMM. Table 7 shows that the most common patterns of 

the accelerometer. There are 11 patterns describing the speeds of device motion. Among them, 

there are 5 patterns whose percentage are more than 10 percent. Table 8 shows the common 

patterns of orientation sensor.  Like that in the accelerometer case, there are also 11 patterns which 

represent the speeds of device motion, of which, 5 patterns have the percentages over 10 percent. 

For the orientation sensor, there are 15 patterns which present the device orientation during moving. 

Only 4 patterns have the percentages over 10 percent.  

Table 4: The initial probabilities for each state 

 𝑆𝑆0 𝑆𝑆1 𝑆𝑆2 𝑆𝑆3 𝑆𝑆4 𝑆𝑆5 𝑆𝑆6 
π𝑖𝑖 0.08498 0.09152 0.08498 0.04576 0.04576 0.60125 0.04575 

 

Table 5: The transition probability matrix for the HMM of accelerometer 

𝐴𝐴𝑖𝑖𝑗𝑗 𝑆𝑆0 𝑆𝑆1 𝑆𝑆2 𝑆𝑆3 𝑆𝑆4 𝑆𝑆5 𝑆𝑆6 
𝑆𝑆0 0.199 0.207 0.199 0.103 0.103 0.084 0.103 
𝑆𝑆1 0.218 0.193 0.218 0.097 0.097 0.081 0.097 
𝑆𝑆2 0.199 0.207 0.199 0.103 0.103 0.084 0.103 
𝑆𝑆3 0.218 0.193 0.218 0.097 0.097 0.081 0.097 
𝑆𝑆4 0.218 0.193 0.218 0.097 0.097 0.081 0.970 
𝑆𝑆5 0.211 0.180 0.211 0.090 0.090 0.129 0.090 
𝑆𝑆6 0.218 0.193 0.218 0.097 0.097 0.081 0.097 
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Table 6: The output probability matrix for the HMM 

                Observations 
States 𝑂𝑂0 𝑂𝑂1 𝑂𝑂2 𝑂𝑂3 𝑂𝑂4 𝑂𝑂5 

𝑆𝑆0 0.088 0.017 0.277 0.163 0.172 0.283 
𝑆𝑆1 0.072 0.072 0.291 0.081 0.176 0.308 
𝑆𝑆2 0.088 0.017 0.277 0.163 0.172 0.283 
𝑆𝑆3 0.072 0.072 0.291 0.081 0.176 0.308 
𝑆𝑆4 0.072 0.072 0.291 0.081 0.176 0.308 
𝑆𝑆5 0.007 0.001 0.112 0.016 0.059 0.806 
𝑆𝑆6 0.072 0.072 0.291 0.081 0.176 0.308 

 

Table 7: The percentages of common patterns for the accelerometer 

Patterns Percentage  
Pattern 1 25% 
Pattern 2 11% 
Pattern 3 11% 
Pattern 4 10% 
Pattern 5 17% 

 

Table 8: The percentages of common patterns for the orientation sensor 

Patterns Percentage  
Pattern 1 10% 
Pattern 2 13% 
Pattern 3 15% 
Pattern 4 23% 

 

With extensive training in HMM models, Table 9 shows the results obtained, which construct 

an intermediate dataset, which is then used for the final authentication purpose. 
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Table 9: The new data set after training 

Accelerometer Orientation 
Sensor 

Touch Size Touch Position Authentication 
Results 

0.0016194006 0.0011564414 0.24 799 1 

0.0095690141 0.0000396009 0.28 867 1 

0.0045214809 0.0000610466 0.30 853 1 

0.0001651595 0.0012976529 0.34 1090 0 

… 

 
4.3 Prediction and Authentication  

With the intermediate dataset in Table 9, a liner regression is applied to achieve the prediction 

and authentication of a user, as discussed in Section 3.4. The input vector X of the linear regression 

consists of accelerometer, orientation, touch size and touch position in Table 6. Gradient descent 

algorithm is performed to learn  𝜃𝜃′𝑑𝑑  and we obtain all weights 𝜃𝜃0 = 0.31457939,   𝜃𝜃1 =

0.09017899,   𝜃𝜃2 = 0.2481515,   𝜃𝜃3 = 0.108766,   𝜃𝜃4 = −0.1517374. When we input the testing data 

into the function, we can get the final authentication result.  

Figure 17: The convergence decreases as the number of iterations grow  
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The convergence figure of the gradient descent is plotted in Figure 17, which shows that the 

convergence decreases as the number of iterations grows. 

4.4 Results 

We repeated above training experiments for 3 times. By using the trained data, we can achieve 

a reasonable accuracy of 89% in average.  Table 10 shows the accuracy after testing two different 

data sets.  

Table 10: Accuracies after testing two different data sets 

Data Sets Accuracy 
 Set One 0.92 
Set Two 0.86 

 

5 CONCLUSION 

This thesis proposes an innovative mobile device user authentication based on modeling, 

learning and recognizing user device handholding patterns and finger gestures using machine 

learning algorithms of Hidden Markov Model, K-mean clustering and Least Mean Square. By 

developing an Android App on Google Nexus 5X, we collect two data sets from users to evaluate 

the system performance. The training process, which preprocesses the raw sensor data with the k-

mean clustering algorithm, takes a short time to generate excellent performance for clustering. An 

HMM algorithm is implemented in Java to learn and recognize a user’s gestures based on the 

preprocessed sensor data. With training with HMM, a common set of patterns are learned for each 

user.  The trained HMM models are combined by Least Mean Square linear regression for the final 

authentication. The experimental results show that the system can achieve 89% accuracy. The 

accuracy can be improved with more sensor data taken for learning and training while a device is 

used for longer and longer. 
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 Considering our future work, we expect higher accuracy by using our mode. To improve the 

accuracy, we can increase the input dataset size and it is necessary to use more sensor data to learn 

user gestures. We will invite more users to participate in our experiments. It is necessary to explore 

more activities during collecting data, not just picking up a device. Through different kinds of 

activities, we can learn the users’ gesture better.  Also, based on our research we know that sensors 

can represent a user’s characteristic behavior and physical environment. So, how to decrease the 

risks and security concerns is an interesting and potential research area. 
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