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Abstract 

Security in the Internet of Things (loT) devices is a large area of research in the 

technology field. The current default security on loT devices is almost nothing. The research 

presented in this thesis is a baseline for finding the vulnerabilities in Io T devices. Once these 

vulnerabilities are found it is just a matter of getting the manufacturer of these devices to secure 

them during production. Most ofthese devices have very similar vulnerabilities to one another, 

but the method of fixing these issues can vary from device to device. The processes that were 

created during this research will hopefully be used to help with security for the everyday user. 

Acknowledgments 

This project would not have happened without the support of my research partner Michael 

Mykyta. He kept me accountable for my work and encouraged me to do the best job that I could. 

If there was a major setback, which there always are with large projects like this one, he was the 

best venting buddy and the most down to earth person who helped me keep calm and get my 

work done. 

I'd also like to thank the Computer Technology program at Ball State. This program and the 

professors in it have provided me with the knowledge and resources to successfully complete this 

research that I set out to do. This program has given me many opportunities to develop my 

knowledge of technology and to develop my professional skills. This thesis research was just one 

of the many projects that I needed to complete in this major. Each project was a unique challenge 

that helped me in a different way and I will always be grateful for those challenges. 



Table of Contents 

Process Analysis Statement ... ..... .. · .... ... ... .... ... ........ ........... ..... ... ....... ....... .. ...... .. ....... .. .... .. ........... ... . 1 

Introduction .. ........ ... ... ... ... ... .... . ............ ........ ............. .. .. .... .... .................. .... ... ... ........... .. ...... ... .. ... 5 

Literature Review .......... ... ............ ........ ....... ..... ... .. ...... ........ ..... .. .. .. .......... .. ..... ... .. .. ..... ....... ........ ... 6 

Research Question .......... ......... ............ ........... .. ........ ... ........... ........ .......... ....... ... .. ............... .. ..... . 14 

Methodology ......... ............. ...... ...... .... ........ ... ...... ... ... ....... .... ... ... ...... ...... .. .. ... .. ..... ......... ...... .. ..... 15 

Conclusions ................... ... ............... ........ ... .......... ....... ... .. ................ .. ........ ............... ... ...... ........ 27 

References ... .. .. ..... ... ...... ..... ..... ........ ........ .. ... ............. ... .. ....... ............. .. .......... .. .......................... 28 



1 

Process Analysis Statement 

This thesis showed me many things when it comes to how I learn and how I have to 

prepare for large projects like this one. One of the major things that I learned was that having a 

solid plan in place before starting work on a large project like this is very important. Because of 

poor planning this thesis had to be modified part of the way through and parts of it restarted. This 

was frustrating because work had already been done before it got derailed. Restarting was hard, 

but it turned out that the new direction that the project took was beneficial because it made it 

more technical. Originally myself and my research partner wanted this to be a very technical 

thesis, because we are both Computer Technology majors and enjoy the more technical aspects 

of the major. 

The new direction of this thesis turned out to be a good thing because I ended up learning 

a lot about the technology that was involved. Because of the testing that was required to make 

the protocols that we did, a lot of hands on experience necessary to get the results that were 

needed. I personally have not had a lot of chances before now to work with the technology that 

was required for this thesis. So this project was a good opportunity to get exposure to this 

technology before I go into the workplace. My plans after graduation do not immediately relate 

to Internet of Things (loT) devices but I know that once I get out of school I probably won't have 

access to devices that I can test things on like I could with the devices available at school. So 

having the chance to work with technology like this was a great experience. 

Even with the bumps in the road, this thesis project was always of interest to me because 

of the security aspect of the entire thing. I spent my first two summers of college working as an 

intern at a computer security company. This was my first time working with security technology 

and it was always a topic of interest for me since then. This experience was what really got me 



interested in technology in the first place. Before that I was not sure that I wanted to go into the 

technology field at all. But that experience inspired this thesis and other projects involving this 

type of technology that I have been involved with. 
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This thesis was also inspired by all of the security threats that are present in today's world 

of technology. It seems like every other week there is a new headline about how a major 

company had a data breach and thousands, if not millions of customer's personal information is 

now available to any malicious user who wants it. This is a security risk that usually could have 

been prevented fairly easily. In a few of the most recent cases there have been menial things like 

access points with default passwords on them that allowed the hackers into the company's 

network and take what they wanted from there. 

These cases are mainly caused by carelessness from the network administrators in the 

company but they show how easy it is to brush over something that seems basic and cause a huge 

security risk. This is what I am focusing in on with this thesis. The little things that are 

overlooked on devices and can create and easy way in for a user with bad intentions. Of course, I 

am working with devices on a much smaller scale than these major companies, because it is what 

I have access to and I do not have the knowledge level or the experience to effectively work with 

the larger scale equipment. 

Working with the smaller devices is rewarding in its ownway though. Because fixing the 

security flaws in the smaller devices helps the everyday user of these devices more. loT devices 

have become part of life for many people and they depend on these devices to get work done 

effectively and to live life at the speed that they desire in today' s world. This involves putting a 

lot of personal information on these devices that needs to be secured properly to help protect the 

user's privacy. 
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The processes that were created in this thesis are just a small step toward the final goal of 

complete security when it comes to these loT devices. There is so much more that needs to be 

done. The security concerns that were examined are just a few of the areas that need to be 

addressed. OW ASP was used as the guide to these areas of concern with security. It was used as 

the main reference because it is a well known source in the technology and security industry so if 

the security processes that were created from them matched up with the OW ASP categories that 

already exist it is much easier to understand and apply them as things progress in the research of 

this security topic. 

Even though these devices are used everyday by a wide variety of different people, 

learning to use them and find the security flaws in them was a learning experience. There are 

different tools that needed to be used to find the issues in the software of the devices that were 

looked at. This meant that I had to learn how to use these tools and understand what I was doing 

with them to see potential security flaws in the devices. There was a definite learning curve with 

the devices. Because working with the devices could be frustrating in the sense that they were all 

a little bit different. Of course, there were similarities when it came to the things that you were 

looking for, but finding those things could be different on each device. This was an obstacle that 

had to be overcome because it meant that if one thing worked on a device, it might not 

necessarily work on another device. 

In the technology field, most of the time when you have a problem and there is not an 

immediate solution apparent, the automatic answer is to "google it". Most of the time this is a 

good way to see if others have had a similar issue to you and have found a solution. In the case 
.~ 

ofloT this is not always helpful. That is because every device is different, so if you were to 

google an issue, you had to dig through the results of your search to find the specific device that 



you were working on and you were not guaranteed to find that device. Because of this, most of 

the time the only thing that could be done was to keep trying different methods and 

experimenting with different things until something worked. This could be a time consuming 

process, but eventually the processes were ironed out and documented. 

The part that made this process a little easier was that the vulnerabilities that were in the 

devices were all very similar. Finding them was different in every device but the basic 

vulnerabilities were virtually the same. This made the process easier, so we did not have to start 

new on every single device. 

The part of this thesis that was the most eye opening to me was the relative ease with 

which I was able to get information off of the devices that I worked with. When you think of a 

malicious user that is trying to get into your device and steal your information, you think of 

someone who lives in a basement cave and just messes with computers all day and never leaves. 

This thesis has shown me that this is not necessarily true. Before this semester I had not worked 

with loT devices and I was able to get information off of them after a little time learning how 

they were set up. If someone with the small amount of experience like myself could make this 

work it is scary to think what someone with more experience and time on their hands could do 

with this type of technology. I'm sure as I get farther along in my career I will gain more 

experience with this type of technology and it will be even easier for me to find information on 

them. 

So someone who works in the field of technology has the knowledge that they need to 

wreak some havoc if they wanted to. This is makes the world of technology even more insecure, 

because the people who make the security policies are the ones that could easily work around 

those policies. So anyone working at a company could be the one who causes a breach of 

4 



information. So even if devices have very good security, there is always someone who knows 

how to get around that security. 

One thing about this thesis that was great about this thesis was working with a partner. 

Michael Mykyta was my partner for this project and it really was helpful to have another person 

to keep myself accountable. I am a person that needs solid deadlines to get things done and 

having a partner really helped me stick to those deadlines. 

Also, when it comes to these devices that we were working with there were times that I 

would get stuck and not know how to accomplish something but having a second pair of eyes 

helped speed the process along. Also if he got stuck on something I could look at it from a 

different angle and see a solution that he did not see. This worked very well because of the 

nature of the research that we were doing. Getting stuck was a very common occurrence while 

we were working on things. This would have been much more frustrating if I had been working 

on my own because those roadblocks would have been much more difficult to overcome on my 

own. With a partner, it helped to speed up the process and ease some of frustration that comes 

with working with technology that I am not super familiar with. 

Introduction 

When it comes to technology in today' s world, it is a necessity for convenience and 

efficiency in everyday life. Almost everything is dependent on technology and going without it 

makes life much more of a hassle. Because of this, the users of technology just use it without 

actual knowledge of what kind of information the technology has. This is a huge issue in the 

5 
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realm ofthe Internet of Things (loT). Because these devices are mainly household items that are 

easy to forget about, users do not usually think to check the security on these devices. 

As far as the manufacturing of these devices goes, there is very little security built into 

the devices. This is a problem that needs to be solved because most users do not have the 

knowledge or ability to secure their own devices, which most likely leaves their personal 

information available for malicious users to find. Having better security as a default on these 

devices is a step towards helping protect user's personal information that might be stored on their 

loT devices that they use every day. 

Part of the process in this research was looking for vulnerabilities in these devices and 

finding ways the manufacturer could fix these vulnerabilities during production. This 

information could help streamline the process of securing future loT devices and helping keep 

user's information private. One of the challenges of this process is that every device is different 

but most have very similar security issues. So fmding those vulnerabilities is not difficult, but 

fixing them is a different process on every device. 

There has been other research into the topic ofloT security. A big player in this research 

is the Open Web Application Security Project (OW ASP) which has a more in depth list of 

categories that are being researched for all devices, not just loT. 

In this research there are two categories that are focused on from OW ASP. Those are the 

two that were tested and researched during this thesis. 

Literature Review 
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One of the biggest questions from people looking at this area of technology is, what is 

JoT? JoT stands for the Internet of Things and it encompasses everything that is considered a 

"smart" device. More and more, things are being connected to the Internet to bring some type of 

functionality to the user. One article describes the Internet of Things as a source of 

"unprecedented opportunities to penetrate technology and automation into everything we do, and 

at the same time, provide a huge playing field for businesses to develop newer business models 

. 
to capture market share" (Kumar, Murthy, 2015) 

It appears more and more everyday objects have Internet access, from your phone to your 

refrigerator and even your doorbell. This can be a great benefit to consumers, because it can 

make their lives much more convenient and easy to manage. There is a downside, of course. The 

downside is that with all these devices that have access to the Internet, there are many ways that 

a person with malicious intent can access a user's personal information. Most of the average 

users of these various technologies are not informed enough to even know that they need to 

protect themselves from this type of threat. This makes what was originally a large threat, 

exponentially larger. That is where education of users becomes extremely important. 

Education of users is an interesting subject. Because it is so important for users to know how to 

protect themselves. The company's manufacturing these devices should have built in security 

measures that protect users even if they are not aware of the risks involved. Many loT devices 

that are sold to customers every day have very large security risks built into them that could be 

easily closed during the manufacturing process. Many devices that have been looked at in this 

survey have had direct Telnet access on them. This means that a user with malicious intent could 

access the device and find the credentials of the user and other information that are stored on 

the device. This is a very simple thing to close during the manufacturing process. This alone 



would help protect many users from malicious hackers. There are other things that can be done 

on the manufacturer's side to protect users that simply are being ignored. This is an issue that 

will become more and more prevalent as loT devices increase in popularity as the years go on. 
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"The interconnected nature of loT devices means that every poorly secured device that is 

connected online potentially affects the security and resilience of the Internet globally." (Chapin, 

Eldridge, Rose, 20 15) 

The scope of Io T is enormous. When the average user thinks of the Internet of Things 

they think of the household items that are on the market, which is a huge area ofloT, but it is not 

the largest. There are even more opportunities for growth in the business and development side 

of this field. "From the point of view of a private user, the most obvious effects of the loT will be 

visible in both working and domestic fields. In this context, assisted living, smart homes and 

offices, e-health, enhanced learning are only a few examples of possible application scenarios" 

(Bandyopadhyay, Sen, 2011) This is a good summary of what loT can accomplish, and there is 

even more that can be accomplished and will most likely become more popular in the future. The 

fact that loT has such a huge scope makes it even more important to educate users on the security 

risks that come with use loT devices on a regular basis. Especially when they are being used 

more and more in the medical fields. This scope is growing exponentially as time goes on. In 

2015 there were an estimated 15.4 billion devices is use and it is predicted that this number will 

grow to over 7 5 billion by the year 2025. (Statista, 20 18) 

There are even bigger aspirations when it comes to the scope of the Internet of Things. 

Cloud computing brings in even more layers of complexity to these devices, but it also allows 

users to do even more with these devices. "Cloud computing offers a new management 

mechanism for big data that enables the processing of data and the extraction of valuable 
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knowledge from it." (Al-Fuqaha, Ayyash, Aledhari, Guizani, Mohammadi, 2015) This source 

goes on to talk about how adding the cloud into the loT equation allows big data to be used. Big 

data is another concept that I will not go into in depth at this moment. But basically, it is taking 

huge amounts of data that are available on the internet and using that as a tool to solve problems. 

This concept of big data is enhanced greatly by the concept ofloT. This is because with loT 

there is a huge amount of data available that was not available before. This adds to the security 

issue that was discussed before, which is that there is so much personal data from user's devices 

that can be used against them by a malicious user. Just another reason to educate users on what 

kind of information is accessible from the devices that they use every day. 

The scope of the Internet of Things is ever expanding, and this also reflects the growth 

that Io T is undergoing. The Internet of Things was first popularized with the rise of smartphones, 

as cell phones were now able to connect to the Internet and act as a computer. This set the stage 

for companies to incorporate this new technology into already existing technologies as well as 

create new devices that can communicate over the Internet. In an interview with the New York 

Times, Tim O'Reilly lists Uber as an early adopter of the Internet of Things, since they are "a 

company built around location awareness" using the cell phone of both the passenger and the 

driver (O'Reilly, 2015). The two cell phones communicate with each other, letting the driver 

know where the passenger is and the passenger when the driver will arrive (O'Reilly, 2015). 

Uber's early adoption ofloT has since been expanded by other companies to further learn more 

about their customers. 

This expansion can be shown through Google Now, which was created by Google as a 

personal assistant. While speaking about Google Now, O'Reilly says that "it has context 

awareness, alerts and knowledge of my preferences" (O'Reilly, 2015). This expands beyond the 
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idea of location awareness, as now Go ogle can use the information on a smartphone to give 

recommendations to customers based on past Google searches, their mobile applications, and 

location among other things. This expansion ofloT can only be expected to grow as more 

devices become smart and connected to the Internet, such as household appliances as mentioned 

earlier. Devices will continue to become smart, and as a result the Internet of Things will 

continue to grow and learn more about the average consumer. 

As the Internet of Things grows, so too does the need for security. The Internet of Things, 

upon its inception, was not widely adopted and as a result security was not seen as a priority to 

the companies making the devices. This is mainly because security added an extra cost to the 

manufacturers producing the devices, who viewed security "as a loss leader" because of low 

consumer demand for security (Wright, 2017). Now that the Internet of Things is growing, 

security is becoming more of a concern especially for companies trying to market their product 

to consumers. In the article "Mapping the Internet of Things", Alex Wright mentions that 

"wherever the Internet goes, security risks seem to follow. As the Internet of Things (loT) 

continues to expand, those risks are taking on new dimensions well beyond the familiar threats of 

stolen passwords and credit cards" (Wright, 20 17). These new risks can be shown through 

Shodan, a search engine that is designed to monitor the security of "nearly four billion devices 

over the IPv4 network" (Wright, 2017). Shodan collects data on Internet of Things devices by 

monitoring several "TCP/IP-connected ports including FTP, SSH, SNMP, SIP and RTSP ports" 

(Wright, 20 17). This data is then used to find vulnerabilities that may affect the scanned devices. 

The data Shodan has found has uncovered vulnerabilities in "more than 100,000 loT 

devices in 2011 ",opening these devices "to attack by 'malicious actors"' (Wright, 2017). One 

attack that hackers have been able to employ with Internet of Things devices is a Distributed 
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Denial of Service attack, or DDoS for short. In a DDoS attack, hackers use infected devices as 

bots to overload an online service, causing it to crash. This attack can halt business operations, 

leading to lost revenue and a potential loss of customers. The Internet of Things reduces the 

difficulty of executing DDoS attacks because of the large number of potential bots, reducing the 

need for one device to create a large amount of traffic. This makes it so "amplification is not 

necessary" since many devices in several different locations can create an overflow of traffic 

instead of"a single packet producing a much more massive reply" (Lemos, 2016). These DDoS 

attacks are also "difficult to stop because they are coming from so many comers of the Internet 

and not from known bad Internet addresses" (Lemos, 2016). The insecurity oflntemet of Things 

devices will only allow these attacks to become more prevalent "and future attacks will likely be 

much worse" because "manufacturers have not stepped up to secure their devices" (Lemos, 

2016). The lack of security as well as the dispersion oflntemet ofThings devices will only cause 

hackers to continue to find new vulnerabilities for these devices, leading to a need to more 

heavily secure the devices before they are released to the public. 

The need for security in the Internet of Things can also be shown through the potential 

outcomes that could arise should these devices remain vulnerable. The Belkin WeMo, a smart 

power outlet, was found with three flaws by "researchers from security research group Invincea 

Labs" (Lemos, 2016). One of these flaws would allow "attackers to remotely install code on the 

devices," which could in tum give an attacker "a higher level of access than you can have as a 

valid user" (Lemos, 2016). This attack can be hard to defend against because the user does not 

have high level administrative access to the device, making it "almost impossible for the user to 

remediate this type of attack" (Lemos, 20 16). This attack could lead to a home being broken into 

remotely and a loss of customers for Belkin. The ability of attackers being able to access home 
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devices could extend into more devices in the future, with attackers potentially able to steal 

personal information found on the Internet through loT devices. Attackers already can bring 

down parts of the Internet, and in the future attackers may be able to steal personal information 

over the Internet using loT devices as well. The outcomes oflow security can be severe, and as a 

result security needs to become a higher priority for manufacturers. 

The low security of Internet of Things devices is not a new topic of concern, as there 

have been several cases where these devices have been known to have vulnerabilities. A cardiac 

device from St. Jude Medical was found to "have vulnerabilities that could allow a hacker to 

access a device" (Larson, 2017). The effect of this could be life-threatening, since the attackers 

"could deplete the battery or administer packing or shocks" (Larson, 2017). This vulnerability 

was eventually fixed by St. Jude, but it took over a year and several legal battles before St. Jude 

would admit the security flaw and fix it (Larson, 2017). Security needs to become a priority for 

companies as loT continues to grow, especially if these companies want to maintain their 

customer base. 

There are steps currently being taken to secure loT devices. The issue that is very 

common in loT devices is that they have the protocols that they need to be secure, those 

protocols are just often not in use by default. Users might or might not have the ability and 

access to change these protocols on their devices. Also, most users are not knowledgeable 

enough to know how to access these protocols and enable or disable them appropriately. So 

manufacturers are able to easily increase the security on devices, it just does not happen often. 

The manufacturer of these devices most likely leave these protocols open to make 

creating the devices easier to configure when they are being made. The access that they have is 

extremely wide. "As these devices are connected to the Internet, they can be reached, and 
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managed at any time and at any place" (Keoh, Kumar, Tschofenig 2014). Because these devices 

have so much access to everything it makes security difficult. But this is a problem that can be 

stopped at the beginning of the entire process. 

The topic of security when it comes to building it into loT devices is also interesting 

when it comes to independent verification. Independent verification can be things like Wi-Fi. 

These independent entities are what devices go through to get approved for public use. With Wi

Fi as an example, devices that manufacturers want to have Wi-Fi enabled on them need to get 

looked at and approved by the Wi-Fi Alliance. Many different companies and industries work 

with the Wi-Fi Alliance to bring people the Internet that they depend on every day. This process 

can be long but it is worth it to bring Wi-Fi to those who desire it. Devices are checked to make 

sure that they have everything that they need to have Wi-Fi and run it correctly and once they 

have the Wi-Fi Alliance stamp of approval they are moved into production and onto the 

consumer. There are independent verification entities for security as well, such as ISO. These 

can be used in the loT world to improve security before the device even gets to the user. 

Manufacturers could make independent verification part of the manufacturing process to help the 

users. 

One of the main security players in the software field is the Open Web Application 

Security Project (OW ASP). This is a project that has a goal to improve the security of all 

software and can be used to help secure the software ofloT devices. OW ASP can be a large 

resource for loT security as a whole. The reason for this is because they have guidelines already 

in place for security and penetration testing that can be used to help loT devices in that area. 

OW ASP can be used as a resource to bring the devices up to standard when it comes to their 

security vulnerabilities. 
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Currently there is not a standard for security when it comes to loT devices. This is mostly 

likely because they are newer devices and the technology world has not taken the time to 

standardize them as of yet. This can be and needs to be changed because the lack of security on 

Io T devices is becoming harmful to users. 

Research Question 

OW ASP lists several Internet of Things vulnerability categories on their website that 

manufacturers should look for when producing new devices. The categories that will be covered 

in this thesis include Privacy Concerns and Insecure Web Interface Protocol. OW ASP provides a 

general outline for testing their listed vulnerabilities, but the testing procedure is largely left up to 

the manufacturer. As a result, the procedures are not standardized for all devices and can leave 

some gaps in testing. The purpose of this thesis is to develop a set of procedures to assess the 

security of Io T devices for the 0 WASP Io T vulnerability categories listed above. 
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Methodology 

Privacy concerns is a category of OW ASP that is a large part of the security issues with loT. 

This category of OW ASP deals mainly with the personal information of the user of the devices. 

When it comes to loT, there is a lot of personal information that is collected by these devices. If 

a device were to be compromised there would be a lot of personal information that could be 

gathered about a user. This is also true when it comes to the manufacturer itself being 

compromised. The manufacturer might have all of its user' s information that a malicious user 

could possibly gain access to. This type of information is the thing that should be secured at all 

levels. Things like encryption and security policies are needed to protect user's information. 

These are discussed in the next steps. 

• The first topic that should be explored when it comes to privacy concerns is ensuring that 

only the minimal amount of person information is collected from consumers. Below are 

steps to see how this could be impacting an loT device. 

o How much information is being asked for upon account creation? 

• Things like home address or credit card information or birthday. 

• Any information that is not critical to the device operation should not be 

provided. 

o Can someone who does not own the device see the users information? 

• Can you reset someone' s password without their permission? 

• Can you call the company and get information about another user? 

o Can someone see the users information from their own device? 



• Attempt to SSH or Telnet into another device and see the user's 

information. 

• Attempt to "pair" with another device and gain information through the 

manufacturer's app on the device. 
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• If there is a USB port, attempt to directly connect to the device and get the 

user's information off of it. 

• Another topic that should be looked at is ensuring that end-users are given a choice for 

data that is collected beyond what is needed for proper operation of the device. Below are 

steps to check this topic. 

o Attempt to turn off the location service on the device if it is not needed. 

o Is there a way to manually turn off all of the services that are not needed on the 

device? 

• Attempt to shut off services like the camera, contact sharing, photos, 

microphone, and the calendar 

o Can the manufacturer be contacted about this issue? 

• Call or email the manufacturer if you cannot turn off these services and 

ask if they can turn them off for you. 

• No matter what loT devices need to have some personal information about the user. The 

steps below tell how to ensure all collected personal data is properly protected using 

encrypti~n at rest and in transit. 

o Man-In-The-Middle Attack. 



• See ifthe data collected in the Man-In-The-Middle is in clear text or not 

o Test ifTelnet is enabled. 

• This is not an encrypted protocol. 
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o Try and change the password of an account that belongs to another user and see if 

it is listed in clear text anywhere. 

o Check if SSH is enabled on the device. 

• Any unfamiliar device should not be able to SSH into the loT device. 

• Another method of keeping personal information safe is to ensure that only authorized 

individuals have access to collected personal information. This can be tested by 

performing the following actions. 

o Are accounts password protected? 

• Was the user forced to make a password upon account creation? 

• Are there minimum requirements for the password such as number of 

characters or special character requirements? 

o How easy is it to gain access to an account? 

• Can I reset another account's password easily? 

o Is personal information tied to a public profile? 

• Attempt to find other profiles from that specific manufacturer. 

• Is there user information available on the manufacturer's website? 

o Can a user see other people's information from their own account? 

• From your own account, attempt to connect with other users' profiles. 

o Can a user control how much information is shown as public in their profile? 



• Attempt to alter the privacy settings on your account. 

o Do a Man-In-The-Middle attack and see if other users credentials are available 

o Try to establish a Telnet or SSH connection to the device and find the users 

information 
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• If a manufacturer is using user's personal data for studies or any other reason the data 

should be de-identified or anonymized. This means that all of the personally identifiable 

information is taken out of the data that is used. 

o Call the manufacturers and ask what their policies are on anonymizing data 

o Explore the survey sites that are being used by the manufacturer and see if the 

data being used has any personally identifiable information in it. 

• One question that should be asked of the manufacturer is if a data retention policy is in 

place. If data is kept too long that can be a security risk. The tasks below tell how to 

check if a policy like this is in place. 

o Call the manufacturers and ask what their policy is 

• Are they keeping users data? 

• How long are they keeping users data for? 

• Where are they keeping the user' s data and is it encrypted? 

• Web interface vulnerabilities can be more difficult to test for because there are so many 

different types. Below are a few of the more common ones. 
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o XSS. This is Cross Site Scripting, which occurs when a malicious user tricks 

another user into running a script on their device. Below are some steps to test for 

XSS vulnerabilities. (Weber, 2005) 

• Map out the site and how it works. 

• Have a simple diagram laid out to see the different pages and their 

purposes. This can be in a simple Excel spreadsheet. 

• This can include anything from the home page to a message board. 

• List out all of the test cases, this can be in just a normal excel spreadsheet. 

• This can be added to the excel spreadsheet that you made before. 

• Find all of the points of user supplied input. 

• This can be anything from where they enter their usemame and 

password to a forum that users can ask questions in. 

• Test tools like Paros proxy and Fiddler on these points. 

• With XSS you can just look the HTML and find where your input 

made it in. 

• From there it is a trouble shooting game to get the input where you 

want it to be. 

• This takes extreme attention to detail because you must be able to 

tell what each variable is doing and work on it from there. 

o SQLi. This is a vulnerability that involves bad SQL code that manipulates the 

SQL database in a device and shows information that was not meant to be 

displayed. Below are steps provided to test this issue. (Incapsula, 2008) 

• Manipulate a standard SQL query to exploit existing variables. 
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• Make a list on input fields such as authentication and search 

engmes. 

• Test each field separately and try to interfere with the normal SQL 

query. 

• This test can be something as simple as adding a semicolon to the 

request to change the meaning of it. 

• Another test can be to comment out words like AND or OR in the 

query. 

• See how the system responds. 

• If the system responds normally, then nothing has happened. 

• However, if the system responds with an alert, it has detected the 

SQLi attempt. 

• If the system responds differently, but does not throw an error, this 

means that it is vulnerable to attacks. 

o CSRF. This stands for Cross Site Request Forgery attack. This is a method that 

tricks a web browser into running an unwanted script or action. Below are some 

steps to test for this vulnerability. (Incapsula, 2008) 

• Study the application to make the request as legitimate looking as 

possible. 

• Only change one or two variables in the request so that a typical 

user will not notice a difference. 

• Send a CSRF to the device. 
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• This can be the link with the slightly changed variable that causes a 

script to be run. This script can do anything to the machine that the 

malicious user is able to program. 

• See if the device accepts the request or if it warns the user that it might be 

a bad link. 

• Some devices will run anything that is requested, making them 

vulnerable to this type of attack. 

The insecure web interface protocol is a category of loT Security Guidance for OW ASP, or 

the Open Web Application Security Project. This protocol discusses the web interface that one 

would use to interact with an loT device. This could be a mobile application or a webpage within 

a browser. The guidelines that OW ASP provides regarding this protocol help manufacturers, 

consumers, and developers know what they should be looking for in the devices they are either 

buying or producing. The inability to follow the guidelines may result in a device itself or user 

accounts being compromised, which could result in many users losing their personal information 

or control over the device that they own. The follow is a list of the guidelines that OW ASP 

provides as well as ways to test whether the guidelines are being followed. 

• The first guideline is assess any web interface to determine if weak passwords are 

allowed. This guideline focuses on the password complexity requirements that a web 

interface implements, if complexity requirements are even implemented. The following 



are steps that assess whether a web interface has properly implemented password 

complexity requirements: 

o Try using "password" as the password. 

o 1. Download the application that corresponds with the device being used. 
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o 2. The application will prompt for a sign-in upon first entry. Select the option that 

allows for account creation. 

o 3. Follow the initial steps for account creation, such as entering an email and 

usemame. 

o 4. After the initial steps are completed, the user will be prompted to create the 

password for their account. 

o 5. Attempt to enter several weak passwords, such as "password," "abed," or 

"123456." If the account creation allows for these passwords to be created, then 

weak passwords are acceptable. 

o 6. If the application does not accept these passwords, there is a password 

complexity policy in place such as a minimum length requirement or a 

requirement for special characters. 

o 7. Document whether the application allows for weak passwords. If the 

application does not allow for weak passwords, document the password 

complexity requirements that are in place. 

• The second guideline is assess the account lockout mechanism. This guideline focuses on 

a web interface's attempt to lock a user out if incorrect account credentials are entered a 

given number of times, if the interface attempts a lockout at all. The following steps will 
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help assess whether a web interface does lock a user out after several failed login 

attempts: 

o Attempt to log into the device with a legitimate usemame and an invalid password 

3 times in rapid succession. Then try to log in with the correct usemame and 

password. 

-
• If it does not allow login, then an account lockout mechanism is in place. 

• If it does allow login, repeat invalid login with an increasing number of 

login attempts up to a maximum of 10. 

• If able to login after 10 success attempts, the assumption is that there are 

no account lockout mechanisms. 

o 1. Download the application that corresponds with the device being used. 

o 2. The application will prompt for a sign-in upon first entry. Select the option that 

·allows for account creation. 

o 3. Follow the steps for account creation. 

o 4. Once the account has been created, log out of the application. 

o 5. Attempt to log back into the application with the correct usemame and an 

incorrect password. 

o 6. Repeat these login attempts until 10 attempts have been reached. If the account 

has not been locked out after 1 0 attempts, then an account lockout mechanism is 

not in place. 

o 7. If the account did lock after several incorrect login attempts, document the 

number of attempts that were allowed before the account locked. If the account 

did not lock, document that an account lockout mechanism is not in place. 
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• The third guideline is assess the use of HTTPS to protect transmitted information. This 

guideline focuses on whether the web interface is secure through the use of HTTPS. The 

following steps assess whether the web interface uses HTTPS through the use of web 

certificates: 

o 1. Open the web interface for the device being tested. 

o 2. If the web interface is within a browser, look in the address bar for a lock. If 

there is a lock then HTTPS is being used. Document whether the interface is 

using HTTPS. 

o 3. Many browsers will also show the status of certificates being used on the web 

interface. If the browser allows, click on the lock and select the option that 

corresponds with the web certificate. 

o 4. View the status of the web certificate. If given, document when the web 

certificate will expire. 

o 5. If information on the web certificate or it is not apparent that HTTPS is being 

used, contact the manufacturer to ask if they secure their web interface. 

• The fourth guideline is assess the ability to change the usemame and password. This 

guideline focuses on the ability of a user to change the usemame and password that 

belongs to that account, especially assessing the ease at which this can be done. The 

following steps are a guide to changing the usemame and password of a created user 

account for a given loT device: 

o 1. Download the application that corresponds with the device being used. 
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o 2. The application will prompt for a sign-in upon first entry. Select the option that 

allows for account creation. 

o 3. Follow the steps for account creation. 

o 4. Once the account has been created, log out of the application. 

o 5. On the application login screen, select the option that asks if a password has 

been forgotten. 

o 6. The application may take one of several approaches to changing account 

information, including changing the password within the application or via email. 

Follow the steps given by the application. Document the method that the 

application used to reset the password. 

o 7. Login with the new password created. 

o 8. After a successful login, navigate to Account Settings within the application if 

it exists. 

o 9. Once on the Account Settings screen, select the option to change usemame or 

password if the option exists. Follow the steps necessary to change the usemame 

or password. 

o 10. Document the method the application used within Account Settings to change 

either the usemame or password. 

• The last guideline is determine if web application firewalls are used to protect web 

interfaces. This guideline focuses on how accessible web interfaces are to potential 

hackers. The following steps assess the ease of access that a web interface allows through 

the use of a port scan: 



o 1. Open a command prompt or terminal window, depending on the operating 

system that is being used. 

o 2. Run an nslookup to get the IP address of the web interface. 

o 3. Once the IP address has been found, run a port scan on the IP address using 

nmap. The results of this scan will show what ports are open and closed. 
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o 4. If there are closed ports, then the web application is using a firewall to protect 

the web interface. If there are no closed ports, then there is not a firewall in place. 

o 5. Document the results of the port scan, making sure to note which ports are open 

on the device. 

Conclusions 

As stated in the research question, the purpose of this thesis was to provide a security 

testing framework for Internet of Things devices for the OW ASP Privacy Concerns and Insecure 

Web Interface Protocol vulnerability categories. OW ASP provided testing suggestions on their 

website, but a comprehensive testing guide was needed to ensure that all Internet of Things 

devices receive the same level of security testing. The security testing framework that this thesis 

provides gives manufacturers and security testers a comprehensive step-by-step guide for use 

when testing existing and future Internet of Things devices. Consumers can also gain some peace 

of mind in knowing that there are now existing testing frameworks for the devices that they may 

purchase in the future. 
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The testing framework that this thesis provides adequately addresses two OW ASP 

Internet of Things vulnerability categories, but there are still categories that will need to be 

addressed in future frameworks. There are ten categories in all, and these will need to have 

testing frameworks established in the future to ensure that future Internet of Things devices will 

be secure. Future students can use the existing frameworks to create new frameworks for the 

remaining OW ASP vulnerability categories. When all frameworks have been created, a 

comprehensive testing guide can be created which will contain every testing framework for 

every OW ASP vulnerability category. Once a comprehensive framework has been created, then 

manufacturers and security testers will be worked with to start to establish the testing guide as a 

new standard. This new standard will allow all future manufacturers and security testers to fully 

test any new and existing devices. This thesis is an important first step to more comprehensive 

security testing, but there is still more work that needs to be done if manufacturers want to 

produce fully secure devices and ensure their consumers that the devices they purchase are safe. 
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