
., 

An Analysis on lOT Security 

An Honors Thesis (HONR 499) 

by 

Lucas Smith 

Thesis Advisor 

Dr. David Hua 

Ball State University 

Muncie, Indiana 

May 2018 

Expecfed Date of Graduation 

May 2018 



.. s~ C.rtt 
u.,_~t"'t'-· 1 
·t~ ~\~ 

t...t> '2. "'l~i Abstract: 

.'1-li The Internet of Things is currently present in almost every aspect of our lives. As a result of this 
'tol'l> I 
'S '"'\ security becomes paramount to its continued success. Over the past several months we have worked to 

develop a system for exploiting Internet of Things devices after coming to the conclusion that the 

current state of the Internet of Things is lacking. The exploitation techniques utilized against these 

devices range from simple DOS attacks to reverse engineering applications in order to get obtain 

credentials or exploit pre-existing libraries. Each of the exploits discussed within the methodology unless 

specified was developed as a result of an exploit utilized in the security lab where participants could 

partake in exploiting Internet of Things devices. 

The development process of the framework was primarily done by first teaching security basics 

to the participants. The participants then would then utilize the techniques they were taught. Some 

techniques were incredibly successful due to their simplicity while other much more complex techniques 

were unable to be fully utilized. In general, the simpler the technique the more success participants had 

with the result and the more likely they were to utilize the technique. Incredibly complex techniques 

r 
that would take hours to implement tended to fail due to either the time permitted in the lab or the 

knowledge level of the participants. 

The necessity of this framework became more apparent after research expanded the application 

of the Internet of Things to include life critical systems such as pacemakers and automobiles. A very grim 

picture of the current state of lOT became more apparent as researchers have looked into solutions to 

minimize damage rather than prevent it. 
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The usage of this exploitation framework is not intended to be malicious rather the hope is that 

the framework is utilized in order to perform testing on Internet of Things devices before they are 

inevitably released to the public. It is also planned that the framework will continue to grow and expand 

before it is utilized more extensively on additional commercial products. 
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Process Analysis: 

The development of a penetration testing framework throughout the project has provided me a 

unique opportunity to apply four years of classes into the same project. In a typical day in the security 

lab we would be scripting high-level exploits, decompiling applications to view the source code, 

preforming wireless attacks, or utilizing research and social engineering. 

The opportunity to develop and explain high-level exploits such as generating password lists for 

dictionary attacks has allowed me to apply several limited aspects of software engineering testing where 

every possible permutation is tested against a project. It has also given me the opportunity to apply my 

cryptographic security knowledge learned from my network security course. 



The decompilation of the source code has provided the opportunity to sharpen my existing 

knowledge of mobile development from both my personal experience and my experiences in the 

classroom since in all cases the code decompiled was related to an application. An understanding of 

software architecture proved invaluable in this instance and gave myself the opportunity to reverse

engineer code that had frequently been obfuscated or was at the least of much higher complexity than 

what is normally encountered in the classroom. This process also had by far one of the highest rates of 

success for those with a programming background. Many of the potential vulnerabities and realizations 

of the software architecture were the result of decompilation performed during testing. 

The opportunity to perform wireless attacks is something that is difficult to replicate on a 

normal home/academic environment due to the possibility of causing damage to the existing network. 

By separating the Internet of Things devices onto their own network I was given the opportunity to run 

wireless attacks against software systems which I normally am unable to do due the risk of collateral 

damage. 

The security framework is by no means intended to be a complete document, but it is my hope 

that over its life consisting of additional participants, students, and professors that it can continue to 

grow and expand. Perhaps at some point the framework may serve as an industry standard and in turn 

contribute to improving security of Internet of Things devices in the long term. 

Introduction: 

The Internet of Things is perhaps one of the most fascinating applications for computer science 

in recent years. In the simplest form, the Internet of Things refers to the interaction of devices with 

other devices. This could be something as simple as sharing data from sensors on a bridge to controlling 

3 



4 

the locks on a smart home. Numerous household devices exist such as the various Alexa devices that act 

as a hub for other smart devices, security webcams, coffee pots, smart locks, smart lights, etc. While 

these household devices are commonly what come to mind there are also other devices such as systems 

for transportation infrastructure (Adler, 2016) or even pacemakers that can be programmed remotely 

(University of Michigan, 2008). 

Literature Review: 

The specifics of this project are based upon the premise of developing a methodology and 

procedures that can be used to more effectively exploit devices within an ethical pen-testing 

environment rather than having the same exploits developed in the wild where they can be used for 

more nefarious purposes. The potential application of such a methodology and procedures would allow 

more effective testing on Internet of Things devices. This in turn would reduce the number of exploits 

present in devices after they have been released . 

My interest in security is a result of a fascination with wanting to understand how a system 

works. This same mindset is also invaluable when reverse-engineering software which is required to a 

certain degree in order to engineer a software system that can be exploited. Using this skill, I have 

performed ethical pen-testing against several sites. 

In recent years security researchers have become increasingly more interesting in the world of 

the Internet of Things. With regards to t he development of a system for security some have developed 

what is felt to be goals that should be reached such as uniform security protocols. (Azamuddin, 2015). 
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Other researchers have taken more aggressive measures and preformed exploits against devices such as 

vehicles. (King, 2016). Researchers at the University of Washington have suggested techniques such as 

external devices in order to increase the security of vulnerable devices. (University of Washington, 

2017). The current methodology and techniques among researchers has an inconclusive direction 

ranging from offensive techniques to uncover existing exploits to harm reduction for currently 

vulnerable devices. 

In the modern era it is more than possible for your fridge to send a message to your phone 

informing you to pick up groceries. Or in more extreme examples make it so when you walk in the door 

the lights turn on, thermostat adjusts, and your coffee starts brewing. While this may scare some 

people, it has the potential of greatly improving our lives so gradually we can expect to see this type of 

technology become more commonplace in our daily lives. These devices such as the motion sensor in 

your doorway are sending a message to another machine to perform a task over the Internet; this is 

perhaps one of the best examples of the " Internet of Things" at work. 

The applications for the " Internet of Things" are nearly limitless. Uses range from automating 

mundane tasks such as automatically performing maintenance on heavy machinery when performance 

drops below a specified threshold to populating a grocery list based on what you typically purchase. 

More exotic and arguably more practical applications could utilize something like tracking devices on 

chopping carts within a store in order to analyze the behavior of the customers such as which routes 

they use to navigate the store. Almost anything given the time for development can become connected 

to the Internet and in turn connect with other devices which is both incredible news and terrifying news. 
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There are currently billions of devices that are classified as part of the "Internet of Things". 

(Ruiz-Rosero, et al., 2017). These devices are involved in almost every aspect of our daily lives so if there 

are hundreds of sensors on something such as a bridge it becomes very easy to reach billions of devices 

on a global scale. In the United States there has been roughly an increase of 116% between the years of 

2006 and 2016 alone with regards to the release of publications of "Internet of Things" devices. (Ruiz

Rosero, et al., 2017). There are numerous areas of growth in "Internet of Things", but among the most 

interesting is the use in the medical field . (Verzijl, Dervojeda, Probst, & Frideres). The company Trilogis 

has deployed "Internet of Things" solutions w ithin hospitals within Italy and other companies are 

currently researching possible applications. (Verzijl, Dervojeda, Probst, & Frideres) Furthermore, there 

are still applications in fields such as manufacturing and energy that will likely utilize "Internet of Things" 

technology in the near future. (Wharton University of Pennslyvania, 2016). 

The most important thing for people to realize within the field of "Internet of Things" is that 

there is a greater application than just their Amazon Alexa. The technology can be used in almost any 

field and individuals may very well be using it without even knowing since there are billions of devices. 

(Ruiz-Rosero, et al., 2017) The "Internet of Things" is going to become more a part of the life of non

technical people going forward especially in cities where the technology has seen widespread 

application. (Adler, 2016) 

As can be expected with the introduction of new technology there are obviously some risks and 

concerns. With the addition of these technologies everything in the home, work, and general 

environment surrounding the individual can be connected to from possibly anywhere in the world. This 

brings forth the high possibility of security exploits in the devices. As can be seen by the high number of 

exploits present on something as simple as a webcam {MIT Computer Science & Artificial Intelligence 



Lab, 2014). While this has been a known security issue for a long time the concern of possibly 

compromising a critical system such as a pacemaker (University of Michigan, 2008). 
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The attack vectors for an "Internet of Things" device are very similar traditional exploits one 

would find on either a website or existing software system. This is because in essence code is code 

regardless of the platform it is executing upon. It is worth noting that the nature of "Internet of Things" 

devices by their very nature of being connected makes them vulnerable to attacks that are typically used 

against networked devices. (Azamuddin, 2015) (Zhang, et al., 2017) 

Even though many of these exploits on "Internet of Things" devices are more complex than 

simply having a user click an email because they may pose a risk to the very life and physical property of 

the user one could argue that they are more concerning. A common network security measure taken in 

the commercial sector is to have a hardened external network while maintaining a less secure internal 

network (Kartch, 2017). Traditionally, this technique is sufficient to keep out external threats unless a 

device on the network itself is compromised. In the event that a device is compromised the most 

common action is to quarantine it and return it to production after the infection has been removed. This 

technique is unlikely to work as smoothly on "Internet of Things" devices because removing them will 

remove that element of inter-device communication. It is also a much greater concern in the event of a 

compromise because failure can cause physical damage to the technical infrastructure. 

A previous common security vulnerability in vehicles with connectivity capabilities resulted in 

the equivalent of remote control by security researchers (King, 2016). This is even more concerning by 

the fact that the software on these devices is often not be able to be updated by the user. Since the user 

cannot update the vulnerability it is likely to remain unpatched for the remainder of the product's life. 
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When a standard software system is compromised you have the standard data leaked and damage to 

the software system; passwords can be changed, credit reports can be locked in the case of social 

security numbers, and systems can be restored to a previously working state which makes such exploits 

more of an annoyance. When a motorized system such a vehicle fails it is no longer an annoyance rather 

it becomes a severe safety hazard to all those involved. A failure of this type also runs the risk of severe 

property damage and possibly damage to life. 

To extend upon the previous concern of an internal network device becoming compromised it 

becomes possible to compromise other devices located on the same network. This results in even 

something as simple as a smart lock proceeding to be able intercept data passing through the network 

such as bank account information, credit card numbers, social security numbers, corporate trade 

secrets, etc. using a packet sniffer (Asrodia & Patel, 2012}. 

An additional concern with "Internet of Things" devices is the possibility of the credentials being 

obtained as a result of the internal network having its connectivity point compromised. Since many lOT 

devices have to connect at least partly through another device such as a smartphone for complete 

functionality the potential attack vector of the mobile device is introduced (University of Washington, 

2017}. By compromising this connection through the device, it becomes possible to control the 

hardware through unintended means. In the event another device should become connected to the 

device it is possible to alter the code running on "Internet of Things" device which in turn could be used 

as an exploitation platform even after the connectivity has changed back to the original connectivity 

point. 
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Additionally, there is the risk to physical property and life which can occur when an "Internet of 

Things" device is compromised. Whether it be turning the thermostat up in order to trigger heatstroke, 

compromising vehicles, or making a GPS sensor register as being in the wrong location. All of these 

potential attacks pose the risk of damage to life and property. These risks are what cause security 

vulnerabilities in the "Internet of Things" to have such a higher risk than the standard security exploit. 

Currently the security measures in place for connected devices are very limited and, in many 

cases" do not follow policies such as least privilege (King, 2016). There are proposed security procedures 

that could be followed in future device software while there also exists a more universal solution that 

acts as a hub in order to limit the impact of a single compromised device (King, 2016) (University of 

Washington, 2017). Currently there attempts to test the security of devices post-production. One of 

these attempts occurred specifically to compromise the systems installed on a vehicle. (King, 2016) 

There has also been the development of a series of goals that "Internet of Things" devices should 

achieve such as reduced vulnerability to DOS attacks. (Adler, 2016) This is exceptionally important since 

a DOS attack can effectively disconnect a device from the Internet for a short period of time which prove 

problematic with a home security system. There are also networking procedures which can be utilized in 

order to create a buffer between the Internet and devices. (Kartch, 2017) While these techniques will 

not work against attacks on the same local network they can stop attacks across the Internet to 

vulnerable "Internet of Things" devices. 

The importance of independent verification is to reduce the number of vulnerabilities in devices 

following production. This is important since many "Internet ofThings" devices have difficulty being 

patched following release. This is either due to limitations in the updating the device because the 

functionality was not programmed in or the updating process is complex. In the event the process is 



overly complex the user will likely be unable to update the device. In other cases, the device 

manufacturer will cease updates and as a result the device for length of its life will be vulnerable to 

exploits {University of Washington, 2017). 
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Even in the event that the device can be patched doing so is expensive as it requires bringing 

previous developers back onto the project or possibly requiring the developers to be trained on the 

software system before it can be patched in the event the team has been dismissed. Altering the 

software on the device should by this logic be avoided whenever possible due to the monetary expenses 

involved. 

There exists a limited volume of independent verification on "Internet of Things" devices 

through the commercial sector. In many cases the exploits have been found by security firms and then 

reported. Perhaps one of the most well-known security firms is a subsidiary of Google known as "Project 

Zero" . Project Zero traditionally preforms exploits against a variety of devices that include technologies 

such as vulnerabilities in CPU architectures utilized by AMD, Intel, and ARM. {Project Zero, 2018). 

Another company which has performed a number of exploits on the lOT platform would be IOActive. In 

fact, IOActive would be the company the originally preformed the pentest upon a 2014 Jeep Cherokee. 

(Valasek & Miller, 2015) While these companies do not exclusively partake in the exploitation of 

"Internet of Things" devices their research and findings have been invaluable. Perhaps the most known 

company, Underwriters Laboratory, recently released a certification for cyber security which includes 

"Internet of Things" devices. {Hamblen, 2016) 

Research Question: 
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The primary goal and question ofthe thesis pertains to the feasibility of the 

development of an exploitation framework for Internet of Things Devices. Specifically, during the 

development what processes and methods turned out to be the most effective at finding exploits in a 

reasonable amount oftime. Additionally, to a lesser extent which methods were the most easily learned 

by the individuals involved. For example, highly complex attacks that required a deep understanding of 

Linux, networking protocols, and a bit of programming were from too many different technical 

backgrounds to be effectively utilized. 

Methodology: 

The official steps for pentesting a device developed during the methodology are fairly 

straightforward. Many of these steps of the methodology have been developed as a result of testing in 

procedures while others remain theoretical in the hopes they may one day be expanded upon the future 

when either time or the skill of the participants permits. In cases where possible and the information is 

not overly sensitive examples of the exploit in practice have been provided while in other cases edited 

or omitted. 

The first step in the procedure pertains to performing research on the device. While this 

technique was typically demonstrated after the pentesting sessions in the lab due for learning purposes 

in a practical application there is no reason to reinvent the wheel. First step always involves making a 

note of the year the device was manufactured as well as the model. We do this so we can cross

reference known software vulnerabilities and documents on the device. In order to narrow this down 

further we can make a note of the company. Frequently software released around the same year 

timeframe will have the very similar if not identical vulnerabilities due the use of the same vulnerable 

software available at the time. Devices that are part of the same product line will likely share source 
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code as well which means a vulnerability in one device on the product line will likely apply to multiple 

devices. Similar rules apply to software developed by the same company due the use of an established 

development policy and usually similar or even identical technology uses throughout the company. 

Oftentimes information such as remote passwords can be leaked as was the case with one of Logitech 

Insight security cameras. In the case of the Logitech camera during testing in the lab the user was able to 

obtain a list of all running applications, write to the ramdisks on the device, and obtain kernel 

information. 

After gathering the generally well-known information it becomes possible to gather information 

on known vulnerabilities. While a standard Google search is likely to turn up results, utilizing a 

specialized search engine such as ExploitDB or searching through known CVE vulnerabilities is likely to 

return better results. If the specific device returns few to any results expanding the search criteria to 

include similar devices is likely to demonstrate exploitable vulnerabilities that likely apply to the device 

as well. For example, it is likely that a webcam with an inability to record video will likely be vulnerable if 

it's uploading capability is disrupted. 

In order to perform a test on any device on the network the user must first be able to identify 

the device. A common and very easy application where available is simply to look into the router device 

page since that provide the specific device IP and often a name which will make debugging much easier. 

In the event router access is not possible a good idea is to run a nmap scan utilizing the syntax of: nmap 

-sP $(first_private_ip)/$(subnet_mask). This is fundamentally a ping sweep. This technique was 

frequently avoided where possible in the lab due to the amount of time a scan wou ld take, but it did 

have a high likelihood of returning an appropriate IP. At best this will return a list of several IPs which 

the user will need identify the target from. 
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Oftentimes a known vulnerability will exist on a software system and this can be detected by the 

use of automated scanners such as OpenVAS which will return a list of known vulnerabilities of the 

device. OpenVAS was frequently used as part of the initial scanning of devices in the security lab. The 

main issue presented with the tool was the complexity of setup which reduced the number of 

participants who were able to utilize the software. Another scanner is Sn!per, but it was not utilized in 

the lab due to the time required for scans as well as the brute force nature of auto-exploitation it 

typically employs. 

Frequently enumeration and port scans are capable of providing a great deal of background 

information about the device. Typically, lOT devices run a Linux operating system which in turn can be 

detected through enumeration with a deep scan on nmap utilizing the "-A". There are also specific 

software applications available in Kali Linux which can be utilized for specific software platforms such as 

enum41inux, Firewalk, and cisco torch. Many lOT devices such as talking barbie tested in the lab will not 

allow pings while others will not be able to complete a can without the "-sS" stealth parameter being 

utilized. Specifics of the host platform are unlikely to be detected, but it is very likely that you will gain at 

a minimum the Linux kernel version on a multitude of devices. Frequently enumeration was utilized in 

the security lab in order to provide background on the target device, but software applicat~on designed 

to affect specific applications were untested in the lab. 

After the enumeration and port scanning have been utilized on the network it should be 

possible to make an educated guess regarding the device IPso the user can be certain they are targeting 

the correct IP address. Most lOT devices will run Linux, a device with webserver capabilities will have 

port 80 and/or 443 open, etc. Alternatively, a verbose of scan with nmap should have returned the 
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wireless adapter name which can be utilized to identify the device. While this may not always be helpful 

because devices can be manufactured by a 3rd party it is likely to be beneficial in many cases. 

It is possible to obtain further information on a service running on a particular port by utilizing 

an application like netcat and sending data custom data over the connection. This may give some idea 

regarding the behavior of the device such as sending a properly formatted HTIP request may return a 

webpage. Alternatively, the process may acknowledge itself when connecting such as with ssh. This 

process was utilized to a limited extent during the creation of the framework, but it ultimately proved to 

be too complex for widespread use and was limited to connecting to an ssh port to check for the use of 

ssh. 

A common step for pentesting a device afterwards uncovering the services running is to analyze 

the network traffic for potential vulnerabilities. While there are a number of tools to analyze network 

traffic the most versatile tool utilized during the development of this framework was Wireshark. The 

user will need to connect to the same network as the lOT device and then run a packet capture; it is 

preferred to save the capture so since many data capture sequences such as firmware captures are 

difficult to replicate. After capturing the data, the next step is to search for unencrypted data. In the 

event that that the data is encrypted the use of sslstrip will be required in order to read the data sent 

over the network. With the data in hand it is also important to consider the type of network request 

sent over the network, mainly if it was UDP or TCP. While this technique was frequently utilized it 

proved to return few results beyond servers interfaced with since much of the traffic was encrypted. In 

the event the traffic was not encrypted information of a sensitive nature can be leaked as is 

demonstrated by a barbie lOT device tested in the lab. 
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Frequently specific actions will need to be performed in order for an lOT device to send off 

information. In order to see if an email is leaked the user needs to setup the device while if they wish to 

see what occurs when the device detects another device on the network they the attacker will need to 

perform the action to make such an event occur or mimic the behavior via the use of scripts. A task that 

was not utilized in the lab was the possibility of automated testing tools to do things like replicate 

another device being added to the network or trigger an event on the device without actually 

performing the action. Utilizing such a scripted setup would likely reduce the time to test certain 

exploits from twenty to thirty minutes down to as little as five to ten. In the event a device fails to send 

useful data performing an action that would trigger a network request to be sent is a useful action. 

Sometimes ports will not even be open until a device is in the process of transmitting data as was seen 

with the barbie lOT device in lab where the only way to receive port data was to do so while the device 

was listening to the user. 

The use of a TCP request in the application implies requires that the data packets are sent in 

order and that all packets arrive. Since a software application may depend upon the order of the data 

packets and that they all arrive it is unlikely that this will be something that is exploitable, but rather can 

be utilized in order to provide an idea of the application running on the port. By extension HTIP is by 

itself built upon the TCP/IP stack and as a result the presence of an HTIP application opens an entirely 

new door of vulnerabilities for the application. 

The use of UDP requests due to the lack of requirement the packets arrive or arrive in order 

presents a unique opportunity to an attacker if the data stream is transmitting data of a sensitive 

nature. For example, by preventing a series of UDP packets from reaching an application it is possible to 

temporarily stop the transmission of data packets where the packets will be effectively lost to the 
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intended recipient. This could in turn cause the device to be vulnerable to a denial of service or possibly 

dropping a few packets at a higher network level. The is most likely to happen in a denial of service 

attack where data packets can simply be lost as a result of hardware being overwhelmed with data 

packets. Assuming the application was properly developed a device that is likely to have this issue would 

include a security webcam. 

In the event a web server was detected an additional attack vector is available. A number of 

possible attacks are possible against a web server. In the event the application stores settings it is 

possible that is utilizes a database of some variant which in turn makes it vulnerable to SQL injection. 

This is easiest to do by locating the API endpoints for the device and the requested parameters and then 

crafting a SQL injection utilizes the tool BBQSQL. The parameters sent back to the API should be 

available in the wireshark capture likely registered as either a query string which is identified by values 

following the "?"on a URL or form data. 

An additional vulnerability for a web server includes the use of possibly insecure configurations 

such as a failure to utilize the concept of least privilege. Another possibility is that the device utilizes 

insecure CGI scripts or scripting code that makes it possible to execute code on the device. For example: 

a CGI script which allows arbitrary execution of executables located in the web directory. This in 

combination with a file upload mechanism and a lack of file check would allow an attacker to upload 

their application of choice and run a remote code execution. In the event this webserver was also 

running as root it becomes possible to run the script as root and in turn grant further access to the 

device. 



17 

An lOT device which transmits data or depends upon the receiving of data is going to cease to 

function correctly in the event that the device loses networking capabilities. Unfortunately, lOT devices 

by definition are required to be connected to the network. While in theory it will always be possible to 

simply shutdown a device by flooding it with traffic it becomes a vulnerability when doing so can be 

accomplished by a single device and the loss of operation introducing a significant issue. While there are 

a multitude of ways to perform DOS attacks the one utilized during the development of the framework 

involved the standard ping command built into Windows, Linux, and OSX operating systems. The 

command was a simple ping flood and was utilized in order to observe the effect of the device being 

taken offline as well it's feasibility. Of the three devices tested in the security using a ping flood only one 

of them was capable of intermittently sending data when under a DOS attack from even a single device 

on the local network. The device that held up was the WeMo smart switch, but a failure to function 

would have merely prevented a user from turning off the socket rather than the issue of a security web 

camera. During testing a ping flood from a single 2014 Macbook Pro was capable of causing a security 

camera to fail to upload data. In addition to this when the network connection was restored the device 

failed to send any camera footage which it had recorded during the duration of the attack. This in turn 

effectively allows an attacker to physically enter the space of the device without detection. In addition 

to this the web application provided to a user to monitor the camera feed silently crashed as a result 

and could not be restored without reloading the webpage. 

In the event the user has managed to obtain access to the device they have a number of 

possible actions. Since most lOT devices are Linux there is an astonishing amount of overlap on 

commands from most other Unix systems. The first thing an attacker will want to do obtain a shell which 

will permit them to run commands. In the event that obtaining a command line shell is not possible the 

use of webshell that connects to a system call is an excellent solution. In the security lab during the 



development of the security framework the technique utilized to obtain shell access was via a tel net 

connection. 
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In the event the user has managed to gain access to a shell on the device it is now possible to 

obtain some information about the device and possibly exploit it further. To obtain information about 

running processes the command "top" will most likely return a list of all running processes, their user, 

and process id. If you wish to see what directories you can write to the command: "cat /etc/fstab" will 

return all of the filesystems that are mounted at boot along with the write settings. It is not uncommon 

for a device manufacturer to include a custom kernel which the name of can be obtained utilizing 

"uname -r". In some cases, the manufacturer may have included the config oftheir kernel since doing so 

is a build option in the Linux kernel. The config for a kernel if it is available will location in the "/boot" 

directory of the device. 

If the user has managed to obtain some form of executable it becomes possible to decompile 

the application in order to obtain its original source code or a version similar to it. A handful of 

decompilers were tested before a specific one proved to generate a readable output for the majority of 

participants in the study. The tool most frequently utilized for APKs was the application dex2jar which 

also had a very exceptionally simple format of "dex2jar file.apk". From that point the generated jar file 

was decompiled by JD-GUI where the code could be analyzed. Frequently vulnerabilities located 

included things like outdated libraries or hard coded credentials and keys. Other times undocumented 

features on the device such as temperature controls would show in the application as was the case for 

the Philips Insight application. 
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Decompiling executables written in native code is a bit more difficult than merely pulling an APK 

off of a cell phone. Assuming the user is able to obtain an executable from the lOT device by opening a 

shell or possibly intercepting firmware it is possible to decompile the C\C++ code using a decompiler 

such as Snowman. This should in turn a version of the C\C++ used which can be utilized to locate 

vulnerabilities in the source code. Common vulnerabilities include things like unsafe memory writes 

which can trigger a buffer overflow or a failure to sanitize user input. Unfortunately, since it was not 

possible to obtain a copy of native code such a technique was not tested in the security lab. 

A unique vulnerability exists in applications which load libraries dynamically. This technique is 

frequently used for the "madding" of games allowing for easier updates to an application. In this 

vulnerability, a new dynamically linked library is created which alters the behavior of a class or object in 

the program. This library then needs to be placed in a folder which will dynamically load it. The library 

will then override the original behavior with the new one in the program. This by nature can be utilized 

in order to compromise a device further by potentially intercepting sensitive data as it runs through the 

application. If an application does not load libraries dynamically and the user has permissions, they can 

create a loader to dynamically load libraries along with the main application. Due to the complexity of 

this the participants during development did not partake in it, but several had utilized the application 

OBSE which functions by injecting an extension to scripting language of a game engine previously 

outside of the lab. 

In very rare cases it is possible to write memory from one application to another and in turn 

alter the behavior. The Linux kernel has overflow protection built-in currently, but in the case of a 

custom kernel which many lOT devices run it can be disabled for performance. By obtaining a memory 

map of the application using "pmamp {application id}" we can obtain a map of the current memory of 
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the application. When this is combined with the decompiled assembly code we will see the memory 

copy operations of the application and by extension what addresses are written to. By using this 

information, I can attempt to write past my allocated memory. A typical unsafe memory copy inC would 

involve the use of the function "memcpy()" into an insufficiently sized buffer which will in turn cause it 

to written past the maximum range. 

In some cases, a device does not need to be compromised directly rather its path to the Internet 

merely needs compromised. The use of airmon-ng, aireplay-ng, airodump-ng, and airbase-ng permit 

allow one to clone an access point and all a device to connect to it so that arbitrary data could be passed 

via a man-in-middle-attack. Due to the potential for collateral damage and the complexity involved this 

technique was not utilized in the lab. 

There are also a variety of more exotic exploitation techniques which can be ran against the 

software system. One such example could be mimicking the API a device intends to target or reverse 

engineering its API to be used in an unintended manner. Another case could involve compromising the 

host platform such as a cell phone so that the lOT device is compromised as well . More skilled 

programmers can also write exploits for vulnerabilities that exist in related software from a CVE. All of 

these techniques can be used, but due to their scope exist as theoretical concepts to build upon in the 

future. 

Conclusion: 

In conclusion, at the end of the research project duration a security framework had been 

developed and despite its limitations in scope should provide a starting point to the world of lOT pen 

testing for many individuals in the future. While the completed document to me is done as a living 

document it will continue to grow so I have plans to keep in touch with Dr. Hua regarding the potential 



' ~ " " 
21 

application of the project to a new cyber security curriculum at Ball State University. The next steps for 

the framework are extending and the more theoretical aspects of the framework such as apply man-in-

the-middle attacks and DLL injection. 
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